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united states
KEITH MOULSDALE, WHITEFORD, TAYLOR & PRESTON, LLP

In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
Most large US companies have begun to focus on data security risks in structuring
processes and products, and in dealing with vendors and customers. Those
companies at least recognise that they must make meaningful changes to keep
pace with data security and legal risks ﬂowing from their ever-increasing collection,
storage and use of proprietary and personal data. But many ﬁrms of all sizes lag
woefully behind. They are either unaware of the risks or obligations, or inadequately
staffed or ﬁnanced to deal with them. This is a particularly tough challenge for
companies that do business across state and international lines because data
security laws and enforcement vary across industries and jurisdictions.

Could you provide a brief overview of the principles behind data privacy laws in
the US? How do the local laws compare to data privacy laws elsewhere?
Data privacy laws in much of the world apply regardless of industry, source or
region. In contrast, the US features an alphabet soup of sector-speciﬁc federal
data privacy laws. For example, the Gramm-Leach-Bliley Act (GLBA) applies
to ﬁnancial institutions, the Health Insurance Portability and Accountability
Act (HIPAA) applies to healthcare institutions, the Children’s Online Privacy
Protection Act (COPPA) applies to online businesses collecting information from
children under age 13, the Family Educational Rights and Privacy Act (FERPA)
and Protection of Pupil Rights Amendment (PPRA) apply to student records, the
Driver Privacy Protection Act (DPPA) applies to motor vehicle records, and the
Fair Credit Reporting Act (FCRA) applies to data collected by consumer reporting
agencies. Stir in 50 US state and territorial data security laws governing data
breach notice, security and destruction, and you get a complex thicket of data
privacy and security laws.
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united states
KEITH MOULSDALE, WHITEFORD, TAYLOR & PRESTON, LLP
continued...

Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
2012 saw many notable changes to state data security and privacy laws. Vermont
imposed a 14-day deadline for notifying the Attorney General of a data security
breach affecting consumers in that state. Maryland, Illinois and California passed
laws limiting employer access to employee or applicant social media accounts,
and California formed a new Privacy Enforcement and Protection Unit. At the
federal level, efforts to pass a law to pre-empt state data security breach notice
laws failed, as did efforts to pass a federal law to regulate critical infrastructure.
In response, the Obama administration is considering an Executive Order to
develop voluntary cyber security standards for critical infrastructure.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
Remedies available in a particular case depend on which of the many state or
federal data privacy or security laws is at issue. But, generally speaking, remedies
may include damages, restitution, civil penalties and, in some cases, criminal
penalties. For example, violations of the HIPAA may result in civil penalties up to
$1.5m per calendar year, or criminal penalties of up to $250,000 and 10 years in
prison. Violations of the COPPA Rule may result in civil penalties of up to $11,000
per violation. A HIPPA settlement in June with the Massachusetts Attorney
General included a $750,000 civil penalty, and a June COPPA settlement included
a $250,000 civil penalty.
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united states
KEITH MOULSDALE, WHITEFORD, TAYLOR & PRESTON, LLP
continued...

To what extent has the government in the US increased its monitoring, audit and
enforcement activities with respect to data privacy?
In 2012, the US Federal Trade Commission (FTC) and several state attorneys
general brought many data privacy and security enforcement actions. The FTC
cases effectively extended data security obligations to otherwise unregulated
sectors on the theory that failing to provide “reasonable and appropriate” data
security for consumer information is an unfair trade practice. FTC settlements
usually require the company to establish and maintain a comprehensive, written
data security program that must be audited by an independent third party at
least biennially for up to 20 years. 2012 also saw an expanded focus by the
Securities and Exchange Commission on public company disclosures concerning
risks related to data security.

What trends have you seen in litigation against companies over data related
disputes?
The number of data privacy and security class action lawsuits is on the rise. For
example, in 2012, Facebook settled a privacy class action for $20m, and Netﬂix
settled a class action for alleged violation of the Video Privacy Protection Act for
$9m. New class action suits were brought against Yahoo! for allegedly violating
the California Invasion of Privacy Act, and LinkedIn for allegedly violating its own
privacy policy. In addition, a federal court certiﬁed a class action against IKEA
for requesting and recording zip codes in violation of California’s Song-Beverly
Credit Card Act.
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united states
KEITH MOULSDALE, WHITEFORD, TAYLOR & PRESTON, LLP
continued...

What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
Before expanding your business into the US, take stock of your company’s
data collection, use and security procedures. Then, map and classify those
elements according to promises made to customers, vendors and partners;
relative sensitivity; internal requirements; and external regulatory requirements.
Next, draft and implement a written information security plan (WISP), and make
sure this addresses all elements of information security, governance and risk
– not just cyber security – including Data Classiﬁcation Policies, Cloud Policies,
Board and Management Oversight and Monitoring, Records Management and
Retention, Incident Response Management, Litigation Preparedness and Business
Continuity.

KEITH MOULSDALE
Partner
Whiteford, Taylor & Preston, LLP
+1 (410) 347 8721
kmoulsdale@wtplaw.com
Keith Moulsdale co-chairs Whiteford, Taylor & Preston, LLP’S Cyber Security, Information
Management & Privacy practice, and is a former co-chair of the ﬁrm’s Technology and Intellectual
Property practice. Mr Moulsdale regularly counsels organisations in connection with security
breach attempts and has led assessment, containment and response efforts, developed
mitigation strategies, and assisted clients in preparing information security policies and assessing
and complying with statutory notiﬁcation requirements, both domestically and internationally. Mr
Moulsdale is listed in Best Lawyers in America, is active in the Cyber Incubator at the University
of Maryland Baltimore County, and teaches cyber security law in the MBA program at Loyola
University Maryland.
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canada
BRIAN J. THIESSEN, BLAKE, CASSELS & GRAYDON LLP

In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
Generally, companies could pay better attention to data protection risks. That
being said, it is hard to fault any organisation for not being ‘on top’ of every issue,
in light of the fast-developing nature of privacy law and the pace at which new
technology is introduced into workplaces. Accordingly, to mitigate these risks,
companies must commit themselves to analysing the data tools and resources
available to them and consider the data protection and privacy implications.
Employer ‘bring your own device’ policies, cloud computing and telecommuting
to name a few, present myriad privacy and data protection issues. These concerns
are particularly important when data crosses borders and further requirements
abound. For example, many organisations utilise service providers in the US to
store employee or customer records. In Alberta, organisations are required by
statute to notify individuals when their information is collected or transferred
outside Canada, even when the information is collected by or transferred to parent
or afﬁliate.

Could you provide a brief overview of the principles behind data privacy laws in
Canada? How do the local laws compare to data privacy laws elsewhere?
At the heart of Canadian private sector privacy legislation is the requirement that
an individual’s meaningful consent be obtained for the collection, use or disclosure
of his or her personal information. Moreover, the legislation attempts to strike a
balance between individual rights and the need of organisations to collect, use, or
disclose personal information for reasonable purposes. The key federal legislation
for the private sector is the Personal Information Protection and Electronic
Documents Act (PIPEDA) which applies to organisations engaged in federal work,
an undertaking or business and to all organisations not subject to substantially
similar provincial legislation. Some provincial legislation has been enacted in the

6 • FINANCIER WORLDWIDE • DECEMBER 2012

A N N U A L R E V I E W • D ATA P R O T E C T I O N & P R I V A C Y L A W S

canada
BRIAN J. THIESSEN, BLAKE, CASSELS & GRAYDON LLP
continued...

provinces of Alberta, British Columbia and Quebec; however, PIPEDA continues to
apply to personal information that crosses provincial or international boundaries.

Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
Organisations in Canada are eagerly anticipating the institution of a ‘business
transactions exception’ to PIPEDA. Albertan and British Columbian legislation
allows organisations to collect, use and disclose personal information without
consent for the purposes of due diligence on a transaction or to close a transaction
on certain conditions. However, federal legislation does not include such an
exception, leading to serious privacy challenges and logistical hurdles in concluding
mergers and acquisitions governed by PIPEDA. While the Canadian government
proposed the inclusion of a business transactions exception in PIPEDA in 2011,
the amendment is yet to be instituted and is sorely needed. Indeed, industry and
the courts alike have recognised the need for this exception.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
Decisions, or summaries of decisions, are published by the relevant privacy
commissioners, so a major ‘penalty’ under Canadian privacy legislation for
organisations is a reputational risk. Penalties vary depending on the legislation
engaged but, overall, can entail monetary penalties for statutory offences and,
other than the Quebec legislation, the statutory ability to commence a court
action. These actions can be for damages or, as speciﬁcally dictated in the
PIPEDA, to compel an organisation to correct its practices. Damages awards
to date have been relatively nominal, but are more likely when the breach is
serious and the company acted in bad faith or attempted to cover-up the breach.
Accordingly, when a breach occurs, organisations should take corrective steps in
a timely manner, be forthright with the privacy commissioner, and demonstrate
their commitment to privacy to avoid a negative decision or damages.
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canada
BRIAN J. THIESSEN, BLAKE, CASSELS & GRAYDON LLP
continued...

To what extent has the government in Canada increased its monitoring, audit and
enforcement activities with respect to data privacy?
As both the involvement of the privacy commissioners with a speciﬁc individual
or organisation and the enforcement of data privacy is largely complaint-based
in Canada, the government’s involvement in monitoring and auditing of privacy
practices takes a mainly educational form. The privacy commissioners are
committed to providing valuable advice to individuals and organisations on the
privacy implications of pervasive issues such as employee background checks,
social media or telephonic recording, and cutting-edge issues including cloud
computing and surveillance through global positioning systems. As privacy law
is still in a developmental stage in Canada and issues are emerging quickly, this
guidance provides an invaluable tool to organisations to ensure they are remain
compliant with privacy laws and do not get caught ﬂat-footed in the event of a
complaint.

What trends have you seen in litigation against companies over data related
disputes?
Other than the damages claims grounded in statute outlined earlier, the most
signiﬁcant recent development in Canadian privacy law was the recognition of
the tort of intrusion upon seclusion by the Ontario Court of Appeal in its 2012
decision Jones v. Tsige. This case considered a claim of one individual against
another, both employed by the same bank, for the repeated, unauthorised
access by Tsige to banking records of Jones. Jones was awarded $10,000. While
the court posited that damages for intrusion upon seclusion should not exceed
$20,000 and considered a claim between individuals, the case highlighted new
risks for employers, including vicarious liability for the torts of their employees
who commit a privacy breach. To avoid these issues, companies should develop
strong privacy, workplace technology compliance and monitoring policies, and
effectively communicate these policies to their employees to increase knowledge
and compliance and distance themselves from rogue employees.
8 • FINANCIER WORLDWIDE • DECEMBER 2012

A N N U A L R E V I E W • D ATA P R O T E C T I O N & P R I V A C Y L A W S

canada
BRIAN J. THIESSEN, BLAKE, CASSELS & GRAYDON LLP
continued...

What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
Privacy and data protection is an emerging area of law with broad implications
for many aspects of corporate advancement, from records management to
technology usage to mergers and acquisitions. As both the law and its application
are changing constantly, repeated self-assessment is an important component
to managing data risk. Great tools for this include conducting privacy audits
and data/privacy impact assessments to not only take stock of current risks
but to evaluate new operations or technologies from a privacy/data protection
perspective. The recent Supreme Court of Canada decision of R v. Cole, highlights
that companies can signiﬁcantly limit, but not eliminate, the expectation of privacy
employees have on workplace computers. All companies need thorough, clear
privacy policies, but these policies cannot simply sit on a shelf; communication
and achieving corporate ‘buy-in’ is imperative.

BRIAN J. THIESSEN
Partner
Blake, Cassels & Graydon LLP
+1 403 260 9616
brian.thiessen@blakes.com
Brian J. Thiessen is co-practice group leader of the national Employment & Labour Group and
practice group leader of the Privacy Group in the Calgary ofﬁce of Blake, Cassels & Graydon
LLP. Mr Thiessen has been recognised as a leading labour and employment lawyer by The
Best Lawyers in Canada 2013. He advises corporations on the employment and privacy law
ramiﬁcations of corporate transactions and represented organisations in hearings before the
Alberta Privacy Commissioner on numerous occasions. He also works with corporations to
facilitate the development and implementation of privacy and employment policies including
management training.
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cayman islands
MARTIN LIVINGSTON, MAPLES AND CALDER

In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
We tend to advise on duties of conﬁdentiality more regularly now than ever
before. Our ﬁnancial institution clients are conscious of the principles of data
protection and privacy, but we ﬁnd the degree of awareness – and application – is
relative to the circumstances. For example, a client may think that their standard
terms on conﬁdentiality are perfectly suitable for the day-to-day management
of a relationship, until an event occurs which forces them to review, and maybe
even revise, the scope of those terms. Nowadays, such events could include a
regulatory or tax request, a third party discovery request, or even reporting under
extraterritorial legislation, such as FATCA. As the regulatory and ﬁscal authorities
themselves face greater scrutiny, and as the key ﬁnancial jurisdictions continue to
sign up to bilateral information exchange and cooperation agreements, ﬁnancial
institutions need to be even more careful about where they may be transferring
or recording data.

Could you provide a brief overview of the principles behind data privacy laws in the
Cayman Islands? How do the local laws compare to data privacy laws elsewhere?
Currently, the Cayman Islands respects a duty of conﬁdentiality in relation
to conﬁdential information under statute – the Conﬁdential Relationships
Preservation Law (CRPL) – and common law. Cayman common law largely follows
English common law and will support the primary position that, unless an exception
applies, a client’s information must be kept conﬁdential by a Cayman ﬁnancial
service provider. In many ways, the CRPL codiﬁes the common law duty, as well as
the exceptions to the duty. The CRPL provides that, subject to a number of deﬁned
exceptions, it is an offence for a professional person to disclose conﬁdential
information without the consent of the principal – usually the client. The CRPL
applies to “all conﬁdential information with respect to business of a professional
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cayman islands
MARTIN LIVINGSTON, MAPLES AND CALDER
continued...

nature which arises in or is brought into the Islands and to all persons coming into
possession of such information at any time thereafter whether they be within the
jurisdiction or thereout”. Accordingly, the CRPL purports to apply to conﬁdential
information, even where it may have been disclosed from the Cayman Islands to
a party outside the Cayman Islands.

Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
A signiﬁcant development will be the proposed introduction of the data
protection regime that will exist alongside the CRPL and common law duties
of conﬁdentiality. To a certain extent, many ﬁnancial service providers will have
some controls in place to satisfy consent requirements for data processing under
the new regime. However, there will be additional logistical obligations such as
registration as a data controller with a newly formed agency – the Information
Commissioner’s Ofﬁce – which will have oversight powers in relation to the new
legislation. The regime will apply to both public and private sectors, and will
catch a number of governmental agencies and domestic service providers that
may not have much familiarity with professional privacy obligations. As with other
international ﬁnancial centres, the extraterritorial applications of laws such as
FATCA are noteworthy. Although the regulations have yet to be ﬁnalised, many
entities that would be regarded as foreign ﬁnancial institutions under FATCA
have been reviewing their terms to identify whether they would be adequate to
encompass disclosure of conﬁdential information to a foreign ﬁscal authority.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
A breach of the common law duty of conﬁdentiality can give rise to a claim for
damages – if quantiﬁable – and/or an injunction. The CRPL currently imposes
criminal penalties in the form of ﬁnes or imprisonment for breach of the duty. The
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cayman islands
MARTIN LIVINGSTON, MAPLES AND CALDER
continued...

data protection legislation, once enacted, will have similar provisions for failure to
adhere to the registration requirements or certain notiﬁcations. The law may also
provide that any individual may have a cause of action where they have suffered
damage by virtue of a contravention of the law by a data controller.

To what extent has the government in the Cayman Islands increased its
monitoring, audit and enforcement activities with respect to data privacy?
Until now, the conﬁdentiality regime has been largely self-regulated, aside from
the requested intervention of the courts when determining directions under the
CRPL. Going forward the new data protection regime will require monitoring and
enforcement by the Information Commissioner’s Ofﬁce, and the courts will deal
with any causes of action or appeals arising out of this process.

What trends have you seen in litigation against companies over data related
disputes?
Notwithstanding the recent attention paid to disclosure rights and obligations
and the lengthy existence of the conﬁdentiality regime in the Cayman Islands,
we don’t tend to see many civil actions that include aspects for breach of
conﬁdentiality. This may be for a number of reasons including the preference to
focus on more concerning aspects of a claim, or the difﬁculty in proving causation
or quantifying the actual loss caused by a breach of conﬁdentiality. It may also be
because an implied term of disclosure could be easier to establish nowadays in
the context of sharing conﬁdential information between branches and afﬁliates
of international ﬁnancial service providers and international cooperation between
government agencies. Often injunctions to restrain the further disclosure of
conﬁdential information may become redundant, as it may be extremely difﬁcult
or impossible to retract the initial disclosure – for example if the information has
become widely accessible.
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MARTIN LIVINGSTON, MAPLES AND CALDER
continued...

What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
The best advice we can give to Cayman Islands ﬁnancial service providers is to
ensure that the relationship terms that they have currently in place with their
clients and counterparties reﬂect the ability of the service provider to disclose
conﬁdential information in a number of circumstances. While avoiding ambiguity,
the terms should be as broad as possible, so as not to create issues for the service
provider, at a later point, if a new reason for disclosure should arise. In terms
of controls, Cayman Islands ﬁnancial service providers will need to review their
systems and procedures for data collection and processing, as they will be held
more accountable for protection of that data once the new data protection regime
comes into play. If the service providers’ policies and procedures do not currently
contemplate data management and retention, they will need to be updated
accordingly. This is important, as a proper defence against allegations of breach
may depend on proof that the appropriate procedures have been applied.

MARTIN LIVINGSTON
Partner
Maples and Calder
+1 345 814 5263
martin.livingston@maplesandcalder.com
Martin Livingston joined Maples and Calder in 2002 and was made partner in 2008. He previously
worked for Phillips Fox, Deloitte & Touche and Barclays Bank & Trust. Mr Livingston specialises in
all aspects of regulatory, licensing, risk management and anti-money laundering. He also advises
on duties of conﬁdentiality and information exchange.
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mexico
CARLA GOCHIS, IBARRA, DEL PASO Y GALLEGO, S.C.

In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
In Mexico, due to the recent enactment of the Federal Law for Protection
of Personal Data held by Private Persons on 5 July 2010, and its regulations
on 21 December 2011 (the Personal Data Protection Legislation), companies’
implementation of data protection compliance mechanisms, their associated
risks and, moreover, the sanctions imposed by the Federal Institute of Access to
Information and Data Protection (IFAI) are still at an early stage. Consequently,
the ‘culture’ of data protection in Mexico and its related ‘hard data’ will continue
to evolve day by day. Notwithstanding this, from a personal standpoint, and from
what we have learned from unofﬁcial sources, we deem that the ‘culture’ of data
protection in Mexico is, to a certain extent, deﬁcient. In our opinion, this is due to
the IFAI’s gradual implementation of the Personal Data Protection Legislation and
its enforcement. The IFAI has launched an important media campaign in order to
alert the public to the enforcement of the Personal Data Protection Legislation, and
we expect to see an increase in attention to this subject in the months to come.

Could you provide a brief overview of the principles behind data privacy laws in
Mexico? How do the local laws compare to data privacy laws elsewhere?
As a general rule, under the Personal Data Protection Legislation the treatment
of personal data is subject to the consent of the holder. However, the holder is
deemed to tacitly consent to the treatment of their personal data when a privacy
notice is made available which they do not oppose in writing. Additionally, the
burden of proof to demonstrate that a privacy notice was made available to the
holder of personal data – and that their consent was obtained – solely relies
upon the party responsible of the treatment of the data. Mexico has followed
international trends on the regulation of data protection and is in line with other
Latin American countries – in so much that it has adopted various aspects of the
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mexico
CARLA GOCHIS, IBARRA, DEL PASO Y GALLEGO, S.C.
continued...

European model, for example with regard to the collection of the consent from
the holders of personal data.

Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
In addition to the enactment of the Personal Data Protection Legislation, there
have been a number of additional developments. First, Mexico’s Ministry of
Economy and IFAI have jointly released a document known as ‘Parameters for the
correct development of the mechanisms, measures and self-regulation schemes on
personal data protection’. This document aims to supplement the Personal Data
Protection Legislation on the induction and harmonisation of private individuals or
companies self-binding schemes on personal data. Second, the IFAI has entered
into cooperation agreements with different associations, such as the National
Association of Private Hospitals and Mexico’s Banks to promote the protection
of personal data, among other tasks. Finally, efforts by the federal government
to grant the IFAI broader authority were recently met by the enactment of IFAI’s
internal regulations – as published in Mexico’s Federal Ofﬁcial Gazette on 29
October 2012.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
Violations of the Personal Data Protection Legislation will be sanctioned by the
IFAI which will employ the use of warnings to undertake certain actions at the
request of the holder of personal data; and ﬁnes ranging from approximately
£298.62 to £955,593.69, depending on the gravity of the violation. In the case
of infringements involving sensitive data, the aforementioned ﬁnes may be
duplicated. Companies may also face criminal liabilities, including imprisonment in
some extreme cases. Such cases include the trafﬁcking and illegal sale of personal
data under certain circumstances.
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CARLA GOCHIS, IBARRA, DEL PASO Y GALLEGO, S.C.
continued...

To what extent has the government in Mexico increased its monitoring, audit and
enforcement activities with respect to data privacy?
As mentioned, the Personal Data Protection Legislation has been gradually
implemented and enforced. This is due to the ‘grace period’ that the federal
government, via the IFAI, has granted to parties subject to the familiarisation
and gradual implementation of personal data protection policies and measures
prior to IFAI’s formal commencement of a comprehensive personal data
protection enforcement campaign. Therefore, even though we have not seen IFAI
monitoring, audit, and enforcement activities being generally and extensively
implemented, we expect to see stricter campaigns launched by the authorities
in the near future.

What trends have you seen in litigation against companies over data related
disputes?
Due to the IFAI’s gradual implementation of the Personal Data Protection
Legislation and its enforcement, we have not seen particularly signiﬁcant litigation
trends thus far. However, it is most likely that we will see them develop increasingly
in the near future.

What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
First and foremost, companies need to develop and have in place a privacy notice
(aviso de privacidad) and appoint a responsible ofﬁcer to handle data privacy at
the organisation. Training and coordination with all areas – legal, human resources,
ﬁnance, among others – is also strongly recommended. To the extent that the
data being treated pertains to individuals, we would recommend that companies
remain aware of the provisions set forth in the Personal Data Protection Legislation
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and seek legal advice when needed, since the IFAI will most likely strengthen its
implementation and enforcement. The IFAI also hosts free and open personal
data protection courses from time to time.

CARLA GOCHIS
Associate
Ibarra, del Paso y Gallego, S.C.
+52 (55) 5202 0717
cgochis@ibarrapg.com
Carla Gochis is a founding associate of Ibarra, del Paso y Gallego, S.C., where she supports
the ﬁrm on speciﬁc personal data protection matters. She has signiﬁcant experience regarding
data protection, contracts, real estate and industrial property matters. She has also carried out
investigations on data protection and transparency as well as access to governmental information
matters prior to the existence of the Personal Data Protection Legislation.
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In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
Since there are only basic principles regarding privacy and no data protection
law in Brazil, Brazilian companies do not pay as much attention to the risks
as European organisations do. However, due to an increase in the volume of
data being transferred internationally, Brazilian companies should start paying
more attention to such risks. This is because certain issues may arise from the
transfer of data abroad. For example, the Brazilian Consumer Protection Code
guarantees the consumer’s right to request the rectiﬁcation of his/her data within
ﬁve business days. The data controller is required to carry out the correction
regardless of whether the information has been transferred abroad to third party
service providers. In this event, it may be irksome to carry out the correction
required within the timeframe set out by the Consumer Protection Code. Equally,
the federal government recently drafted a Bill of Law, based upon European
data protection laws, which may be submitted to the National Congress for the
legislative process in the near future.

Could you provide a brief overview of the principles behind data privacy laws in
Brazil? How do the local laws compare to data privacy laws elsewhere?
The general rule stated by the Federal Brazilian Constitution ensures the right
to privacy and a private life, honour and image. The Civil Code also guarantees
protection of a private life. Furthermore, the constitution guarantees the right
to access personal information contained within governmental registries or
databanks, as well as the right to correct such data. The Consumer Protection
Code also grants this right. Therefore, the basic principles regarding data privacy
include the need to protect privacy, and consequently, conﬁdential personal data
and the need to provide access to such personal data. As previously mentioned,
there is no data protection law or data protection authority in Brazil. Since there
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are basic principles and not speciﬁc laws, the Brazilian legal system differs from
the EU system, insomuch that it does not systematically regulate privacy and data
protection issues.

Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
The Ministry of Justice drafted a Bill of Law and submitted it for public consultation
in 2011. The draft bill proposes a more regulated system, similar to the European
model. For example, the bill creates a Data Protection Authority; deﬁnes and
regulates sensitive personal data; requires permission to obtain, process and
transfer personal data; and enforces the obligation of informing data subjects
of data leaks. Comments obtained from the public consultation are now being
reviewed by the federal government so that the Ministry of Justice is in a position
to submit the ﬁnal draft bill to the National Congress. It is difﬁcult to envisage
if the above-mentioned provisions will be maintained in the ﬁnal draft bill, or
if the legislative process, which may takes years, will alter the more detailed
regulatory approach currently adopted by the federal government. Furthermore,
as far as access to information is concerned, the so-called ‘Information Access
Law’ establishes procedures to be observed by the federal, state and municipal
authorities in respect of the guarantee of access to information. Equally, Decree
No. 7,724, of 16 May 2012, has been adopted to regulate such access at the
Federal Executive level. Besides establishing the obligation of the federal
authorities to promote the disclosure of information considered being of collective
or general interest on their websites, such decrees determine that each federal
public authority must create an Information Access Service, through which the
public may express concerns, obtain general information and ﬁle applications for
speciﬁc information.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
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Brazilian laws consider civil and criminal charges, and other penalties, such as
ﬁnes, for breaches of privacy and data protection. The Brazilian Civil Code states
that any party committing an illicit act resulting in damages to third parties is liable
for damages. In accordance with the Consumer Protection Code, a notiﬁcation
describing the facts of the case and the penalties imposed upon the infringing
party may be published in newspapers and other types of media. The Consumer
Protection Code also sets out criminal penalties that can be imposed, including
custodial sentences between six months to one year and the payment of a ﬁne.
Furthermore, in cases of intentional or unintentional breaching of data protection
by a ﬁnancial institution, a penalty of one to four years imprisonment may be
imposed on the infringing party.

To what extent has the government in Brazil increased its monitoring, audit and
enforcement activities with respect to data privacy?
As previously mentioned, Brazil does not have a data protection authority.
Therefore, in principle, Brazil does not have a general governmental body
responsible for monitoring and auditing activities related to data protection.
Furthermore, enforcement of any existing laws is a task incumbent on the judiciary.
In any event, the Consumer Protection and Defence Department of the Ministry
of Justice, as well as local consumer protection government bodies, have been
notifying companies to obtain more information – and require measures to be
taken – in respect of activities that may potentially violate consumer’s privacy and
personal data.

What trends have you seen in litigation against companies over data related
disputes?
There has been a considerable volume of litigation in respect of to what extent
internet service providers, website owners, publishers and users are responsible
for: damages caused to third parties due to information or content published or
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made available on the internet, and excluding such information or content from
the internet.

What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
Even if there are no detailed regulations, in view of previously mentioned generic
provisions, companies should take measures to reduce the risks associated with
privacy and data protection. For instance, they should respect the data subject’s
right of privacy, private life, honour and image. Furthermore, it is advisable to
include in their contracts, privacy policies and employment agreements, speciﬁc
provisions including the data subject’s authorisation to obtain, process and transfer
– including abroad – their personal data. Companies should also include clauses
in data transfer agreements with third party service providers which would require
them to observe Brazilian privacy and data protection principles, as well clauses
containing methods of recourse for data controllers against third party service
providers regarding the misuse of the information. Finally, access to consumer’s
personal data – and the right to correct that data – should also be guaranteed,
observing the Consumer Protection Code.

EVY CYNTHIA MARQUES
Partner
Santos Neto & Montgomery Advogados
+55 11 3124 3082
evy.marques@snmlaw.com.br
Evy Cynthia Marques is a partner in the corporate commercial department of Santos Neto
& Montgomery Advogados in São Paulo, Brazil. She has 10 years experience specialising in
advising foreign and multinational clients on establishing and conducting business in, and with,
Brazil. She has a wealth of knowledge with regard to Brazilian data protection issues, particularly
when dealing with the collection, processing and especially transfer abroad of personal data
obtained from Brazilian subsidiaries. Most notably she has provided this service to European and
American organisations operating within Brazil.
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In your experience do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater values of data internationally?
Awareness has increased signiﬁcantly over recent years, partly in response to
the reputational consequences of data breaches, particularly in the public and
ﬁnancial services sectors and increased consumer concerns. The level of attention
a business must pay to privacy risk varies with the types of personal data a business
uses, its sector of activities and the way in which it organises its activities. The
risks are undoubtedly increased as more data processing activities are centralised
by multinational groups, more processes are outsourced to service providers
operating in jurisdictions outside the EEA, and as businesses assess the potentially
signiﬁcant savings from implementing cloud-based service provision.

Could you provide a brief overview of the principles behind data privacy law in
the UK? How do the local laws compare to data privacy laws elsewhere?
UK data privacy law is derived from EU directives. It is aimed at protecting
the rights and freedoms of living individuals – ‘data subjects’ – and regulates
‘processing’ of personal data which is interpreted widely as meaning data which
by itself, or together with other data held by a person, enables the data subject
to be identiﬁed by that person. Processing personal data includes simply holding
or storing the data. The legislation applies to the activities of data controllers,
who are persons who make decisions about the way in which personal data is
processed. It does not necessarily apply to data processors such as outsource
providers, who provide services in accordance with data controllers’ instructions.
Data controllers are required to observe ‘fair processing’ principles. There are
obligations in relation to security standards and transfers of personal data out of
the EEA.
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Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
A major overhaul of UK data privacy legislation will follow from the implementation
of the proposed EU Regulation on data privacy in approximately 2015. The
Regulation, which is not yet in its ﬁnal form seems likely to increase the scope
of activities covered by EU privacy law and signiﬁcantly increase the potential
sanctions for non-compliance.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
The maximum ﬁne which may be imposed by the UK Information Commissioner for
breach of data protection legislation is £500,000. The Information Commissioner
may also impose enforcement notices on businesses which fail to maintain
adequate data privacy standards. Failure to comply with an enforcement notice
is a criminal offence. Grave misuse of personal data has led to prison sentences.
In addition, in some situations individual data subjects have rights to bring claims
for losses suffered.

To what extend has the government in the UK increased its monitoring audit and
enforcement activities with respect to data privacy?
The UK ICO has certainly increased its activities with regard to data privacy
compliance since the maximum potential ﬁnancial sanction was increased to
£500,000 in 2010. The focus appears to be principally on the public and charity
sectors but ﬁnes have been imposed in 2012 on ﬁnancial services companies for
data protection breaches.
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What trends have you seen in litigation against companies over data related
disputes?
In a recently highly publicised data misuse action in the UK, involving claims by
individuals apparently affected by a consultancy operating in the construction
industry, the Information Commissioner’s Ofﬁce is actively trying to support trade
unions assisting the affected individuals in bringing claims against construction
companies.

What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
Understand the nature of personal data being used in your business and how
that data ﬂows around the business and externally, particularly internationally.
Maintain an awareness of industry and relevant regulatory guidance on appropriate
security standards – for example, use of encryption technologies. Consider the
appointment of a speciﬁc data privacy ofﬁcer, particularly if your business falls
within the draft EU Regulation indications of businesses which should create such
a role.
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MARK PRINSLEY
London Head, Intellection Property & IT
Mayer Brown International LLP
+44 20 3130 3900
mprinsley@mayerbrown.com
Mark Prinsley is head of Mayer Brown’s Intellectual Property & IT group in London as well as the
ﬁrm’s outsourcing practice. He concentrates on non-contentious intellectual property including,
in particular, IT project and outsourcing work. He works on the technology aspects of corporate
transactions and advises online gambling businesses including, in particular, in relation to
international activities of UK operators. Mr Prinsley is regularly named as a leading individual in
the areas of business process outsourcing, information technology and intellectual property by
Chambers’ UK and Global guides.
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In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
Overall, companies are becoming far more engaged with their obligations under
the Data Protection Acts of 1988 and 2003 (the DPA). Certain areas, the insurance
sector for instance, are much more attuned than others – the Ofﬁce of the Data
Protection Commissioner (the ODPC) has paid particular attention to this sector
in the past. The issue is becoming increasingly important as the proﬁle of data
protection and entities’ obligations under legislation is constantly highlighted
by the ODPC and the Article 29 Working Party. In particular, investigations into
multinationals such as Facebook have attracted global media attention with
detailed commentary and analysis.

Could you provide a brief overview of the principles behind data privacy laws in
Ireland? How do the local laws compare to data privacy laws elsewhere?
There are eight main rules of data protection in Ireland. These provide that a data
controller must obtain and process information fairly; keep that data only for one
or more speciﬁed, explicit and lawful purpose once it has been collected; use and
disclose that data only in ways compatible with these purposes; and keep all data
safe and secure. The data controller must also keep the data held accurate,
complete and up-to-date; ensure that it is adequate, relevant and not excessive;
retain data for no longer than is necessary for the purpose or purposes; and ﬁnally
provide a copy of his/her personal data to an individual, on request. The ODPC’s
recent audits of Facebook have focused world attention on the position of Ireland
with regard to data protection. Ireland is now internationally acknowledged as a hub
for data centres with large data companies like Facebook, Google and Twitter all
having a signiﬁcant presence. Irish data protection authorities have a reputation for
working constructively with big data companies while at the same time cooperating
with European authorities to ensure that genuine privacy concerns are addressed.
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Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
The European Commission has published a draft regulation in what will be a
comprehensive reform of the EU’s data protection law which will directly affect
the DPA. This is aimed at giving users more control over how their personal
information is handled on the internet, while also facilitating online commerce.
Currently, each EU member state has its own system in place based on the manner
in which it implemented the 1995 Data Protection Directive. The new proposals
will implement a single set of rules across the EU and will not require any further
implementing measures by member states. There are a number of key changes
proposed including increased powers given to national authorities to impose
severe ﬁnes on companies in breach of the new laws, potentially up to 2 percent
of global annual turnover; a ‘right to be forgotten’ for internet users, enabling
them to ensure the deletion of their online data if there are no legitimate grounds
for it being stored; the right to data portability which will enable users to transfer
personal information freely to and from competing companies; a proposal to make
companies operating in at least one EU member state – including companies
based outside the EU – subject to these data protection obligations; and the
ability of businesses to establish a single set of binding corporate rules (BCRs) on
data transfers, to be approved by one regulator which will then apply across the
EU.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
Summary proceedings for an offence under the DPA may be brought and
prosecuted by the ODPC. The maximum ﬁne on summary conviction of an
offence is set at €4000. On convictions or indictments, the maximum penalty
is a ﬁne of €100,000. Summary proceedings for an offence under the European
Communities (Electronic Communications Networks and Services) (Privacy and
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Electronic Communications) Regulations 2011 (the ePrivacy Regulations), may be
brought and prosecuted by the ODPC. Each call or message can attract a ﬁne of
up to €5000 on summary conviction. If convicted on indictment, the ﬁnes range
from €50,000 for an individual to €250,000 if the offender is a corporate body.

To what extent has the government in Ireland increased its monitoring, audit and
enforcement activities with respect to data privacy?
The ODPC is very active in raising its proﬁle in Ireland and has an international
proﬁle on the strength of its audits of Facebook. This arm of government is driving
enforcement and has a substantial public proﬁle.

What trends have you seen in litigation against companies over data related
disputes?
Litigation against companies over data related disputes is almost always brought
by the ODPC where the company is in breach of either the DPA or the ePrivacy
Regulations. Early cooperation with the ODPC and full disclosure of information
to the ODPC greatly assists a company with managing breaches of the DPA and
mitigating any exposure to penalties. One recent dispute regarding the use of
litigation as a means to defeat an access request for information under the DPA
failed and there is a growing tendency within litigation for parties to utilise this
legislation as a means for blocking discovery of documents.

What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
Breaches of data protection laws in Ireland currently attract ﬁnes which, while not
substantial, are not minimal either. The bad press that can result from reporting
of such breaches is often more damaging to the company. As such it is advisable
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to at least meet the minimum requirements of the DPA and install appropriate
security measures to manage risk and maintain compliance.

BRIAN MCELLIGOTT
Technology Associate
William Fry Solicitors
+353 1 489 6464
brian.mcelligott@williamfry.ie
Brian McElligott advises on data protection, intellectual property, commercial contracts, and
information technology matters. Mr McElligott regularly contributes articles to publications
and participates in seminars and lecture programmes, most recently devising a module in
data protection and intellectual property for a diploma programme delivered by the Irish law
Society. He has extensive experience in the supply of goods and services, licensing, outsourcing,
e-commerce, data protection and intellectual property. In addition he specialises in anticounterfeiting work as he is the incumbent Chairman of ACG Ireland.
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In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
In recent years, we have experienced an increased focus by our clients on data
protection compliance. There are a number of reasons for this trend, such as
the signiﬁcantly increased use of personal data by private entities for marketing,
employee monitoring and internal investigations, or the internalisation of intragroup processes which often involve shared services centres, access to employee
data in matrix structures, and outsourcing in general. Additionally, numerous
data protection violation scandals committed by major German corporations
have drawn state and public attention to data protection compliance. Clients
understand that customers now expect better protection of their private
information and are often forced by their internal German works’ councils to
strengthen their employee data protection compliance structures. Apart from this
rather general trend, American multinationals in particular face another challenge
when dealing with law enforcement requests for the disclosure of personal data,
or disclosure requests made in US litigation. Such companies are sometimes
surprised when their German afﬁliates raise concerns regarding data protection
compliance and are often left unsure as to whether such concerns are based
on local statutory requirements or raised for other reasons. Data protection
compliance has also become more of a concern in relation to cookie laws in online
businesses or cloud computing.

Could you provide a brief overview of the principles behind data privacy laws in
Germany? How do the local laws compare to data privacy laws elsewhere?
German data protection law is mainly based on the EU Privacy Directive 95/46/
EC (the Directive). In addition, there are special laws protecting, for example,
telecommunications secrecy, health information of insured persons or patients,
and conﬁdential data between attorney and clients. The German transposition
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of the Directive into national law and its interpretation by the data protection
supervisory authorities, however, deviates signiﬁcantly in parts from data
protection law in other EU member states. For example, whether a business
purpose justiﬁes speciﬁc data processing is often interpreted more narrowly in
Germany than in other EU member states. Furthermore, German case law on the
processing of employee data is relatively restrictive. On the other hand, there
are various data protection supervisory authorities which are receptive to new
and sophisticated systems and may, at times, offer guidance on how to balance
business and commercial interests against any privacy interests.

Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
German law may soon be signiﬁcantly affected by the European Data Protection
Regulation (Regulation) proposed by the EU Commission. In addition, there is a
draft employee data protection reform pending, the implementation of which
remains unclear. Recently, the data protection supervisory authorities have issued
guidance on cloud computing and on social networks.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
A violation of the Federal Data Protection Act can be punishable with a ﬁne of up
to €300,000 – or more in cases of higher economical beneﬁt. Wilful breaches can
be sanctioned with up to two years imprisonment or monetary ﬁnes. A breach of
telecommunication secrecy can be punishable with up to ﬁve years imprisonment
or ﬁnes. The disclosing of patients’, insured persons’ or attorney clients’ privileged
data by certain deﬁned insurance companies, doctors or attorneys, can also lead
to a maximum of two years imprisonment or ﬁnes.
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To what extent has the government in Germany increased its monitoring, audit
and enforcement activities with respect to data privacy?
Due to the aforementioned data protection violation scandals, data protection
supervisory authorities (DPAs) are now under increased public and political
pressure to more proactively monitor private entities, and to issue ﬁnes for
violations, something which they rarely did in the past. DPAs now send out mass
requests for speciﬁc information on, for example, ﬁrms’ in-house data protection
ofﬁcers, commissioned data processing, or ‘do not track’ techniques. Fines of more
than €1m have been issued in the past by DPAs where they have identiﬁed clear
breaches of heightened signiﬁcance. Outside of the most egregious violations,
ﬁnes mostly range between €2000 and €100,000.

What trends have you seen in litigation against companies over data related
disputes?
There has not been much litigation regarding the processing of personal data by
private companies. Most of the published cases were related to the processing
of employee data, in particular, the use of email for internal investigations. Under
German law, emails which are sent through the company’s email system may be
protected under the telecommunication secrecy act, provided that the use of the
company’s email system for private purposes is permitted. In most other cases,
data protection supervisory authorities were alerted to data protection violations
and they then conducted their own administrative investigations.

What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
Firstly, it is important for a company to carefully assess its actual data processing
operations, including the data ﬂows within a group of companies. A risk assessment
should then be conducted, taking into consideration the sensitivity of the data
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as well as the importance of the data processing for the business This should
then be balanced against the possible economic or legal consequences to the
company. Be they sanctions and penalties or negative press and reputational
damage. Such a risk assessment can then be the basis for establishing internal
compliance processes which ensure the required standard is met. Multinationals
should also obtain high level advice on local requirements at an early stage of
implementing any new processes or systems. This helps to cover basic risks in all
jurisdictions involved.

CHRISTIAN SCHROEDER
Head of IP/IT Practice Group
BDO Legal Rechtsanwaltsgesellschaft mbH
+49 211 1371 305
christian.schroeder@bdolegal.de
Dr Christian Schroeder is the head of BDO Legal’s IP/IT practice group. Dr Schroeder has many
years of experience advising clients, including US and UK headquartered multinationals on IP, IT
issues with a special focus on data protection matters. He also interned with the German Federal
Data Protection Commissioner and Electronic Privacy Informational Centre in Washington, D.C.
Dr Schroeder’s PhD-thesis on comparative US-American and German data protection law won
a scientiﬁc award from the German Institute for Data Protection and Data Security (GDD). He is
Scientiﬁc Board Member of Germany’s major data protection journal, Zeitschrift für Datenschutz.
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In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
Companies are not always aware of the broad scope of the data protection laws.
This, combined with the fact that companies do not always have a very clear
insight into their own data ﬂows and data handling processes, can result in a
lack of awareness of possible violations of data protection laws. This becomes
increasingly important due to several developments. First, due to ongoing
technological developments such as cloud computing, data ﬂows tend to take
on a more international character which complicates legal compliance. Secondly,
public awareness and concerns with regard to data leaks and social media privacy
settings have increased. Finally, data protection legislation is becoming stricter
in general. Companies should be aware that the newly proposed European Data
Protection Regulation contains ﬁnes of up to 2 percent of the annual worldwide
turnover of a company, which deﬁnitely makes data protection a boardroom issue.
At the national level, we are already seeing several proposals being put forward to
increase the enforcement possibilities in case of non-compliance. Non-compliance
is, therefore, becoming an increasingly greater risk for each company.

Could you provide a brief overview of the principles behind data privacy laws in
the Netherlands? How do the local laws compare to data privacy laws elsewhere?
The Dutch Data Protection Act (Wet bescherming persoonsgegevens) implements
the European Privacy Directive 95/46/EC and is therefore based upon the same
principles as the data protection laws in the other EU countries. The Dutch
implementation closely follows the structure and wording of the Directive. In the
Netherlands, opportunities for the national regulatory body to impose ﬁnes are
rather limited compared to neighbouring EU nations. On the other hand, some
processing is more restricted, for example, the use of ‘cookies’ is, unlike in other
EU countries, only permitted with an explicit opt-in from the website visitor.
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Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
In 2012, amendments were made to the Dutch Data Protection Act aimed at
relieving the administrative burden which rests upon the data controller. The most
important change is that a permit from the Dutch Ministry of Security and Justice
for the transfer of personal data to a third country is no longer necessary when a
data controller uses the unchanged Standard Contractual Clauses which have been
adopted by the European Commission. The criminal ﬁnes for non-compliance with
the notiﬁcation duty have been raised to a maximum of €19,500. The changes
have also led to amendments in the underlying regulations. Furthermore, the
Dutch Data Protection Authority has recently presented guidelines to limit the
use of passport copies in the private sector so as to prevent fraud with passport
information. Finally, as of 5 June 2012, an explicit opt-in should be obtained for
the use of ‘cookies’. Companies will not be allowed to obtain permission via the
browser settings. From 1 January 2013, there will be a legal presumption that
tracking cookies constitutes the processing of personal data. Finally, data leak
notiﬁcation duties have been implemented.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
The Dutch Data Protection Authority is the national regulatory body responsible
for imposing sanctions. The Authority monitors compliance and has a number
of rights, including unannounced raids, imposing an order subject to a penalty
for non-compliance and the authority to impose ﬁnes. Also, companies must
notify the Authority of their data processing activities. Non-compliance with the
notiﬁcation duty is subject to a criminal penalty with a ﬁne capped at €19,500 or
imprisonment for a maximum period of six months. Based on telecom laws, a duty
to notify a security breach – which can constitute a data leak – at the Independent
Post and Telecommunications Authority is in place and non-compliance can lead
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to a maximum ﬁne of €450,000. There is a legislative proposal that a data leak
should be notiﬁed to the Data Protection Authority and, in speciﬁc circumstances,
to the data subject as well, if, due to an infringement there is a severe risk that
personal data has become subject to loss or unlawful processing. Non-compliance
with this duty can lead to an administrative ﬁne of €200,000. It is expected that
the duty to report a data leak under the current telecom laws will consequently
be repealed.

To what extent has the government in the Netherlands increased its monitoring,
audit and enforcement activities with respect to data privacy?
Since 2007, the Dutch Data Protection Authority has decided to focus its
activities on enforcement actions. This has lead to an increase in audits and other
enforcement actions. The key objectives as announced for 2012 were proﬁling,
the protection of personal data to prevent leaks, and the adequate protection of
personal data. There is political pressure to grant the Data Protection Authority
additional powers, including the ability to impose more ﬁnes.

What trends have you seen in litigation against companies over data related
disputes?
The Dutch Supreme Court and the highest administrative court have provided
contradictory rulings on the scope of the right to inspect one’s own personal data.
Prejudicial questions have been posed to the Court of Justice of the European
Union. Clariﬁcation from the Court of Justice is expected during the course of
2014. Another new development is that courts have allowed several dismissals
based upon postings on social media. The decisions were based on the argument
that an employee cannot consider his or her social media networks and the
postings thereon as private, since there is a substantive risk that messages will be
retweeted by other users.
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What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
First, it is of vital importance that companies are aware of how personal data is
processed within their ﬁrm – and that they stay abreast of future changes. To the
extent that there is no full awareness yet, a privacy impact assessment can be a
useful tool. It is recommended that companies have certain protocols in place
to ensure continued compliance and to assist them in handling compliance risks
such as data leaks. It is also recommended that companies have clear policies
on the use of e-mail, internet and social media by their employees. Finally, the
strict interpretation of the e-Privacy Directive with respect to cookies leads to
additional formalities which should be addressed.

FRIEDERIKE VAN DER JAGT
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Stibbe
+31 20 546 01 44
friederike.vanderjagt@stibbe.com
Friederike van der Jagt specialises in privacy law, e-commerce and social media. She advises
companies and organisations on a number of complex compliance issues. Ms van der Jagt
has extensive experience in drafting and executing notiﬁcations and permits for the Dutch
Data Protection Authority, as well as drafting privacy and social media policies, privacy related
contracts and agreements. She also advises on regulations regarding telecom, privacy, ecommerce and media. She regularly lectures and publishes on privacy related matters with
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In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
Spain’s personal data legislation has reached full maturity consequent to the
passing of a new regulation that complements the Organic Law on the Protection
of Personal Data, brought into force on 20 April 2008. Although it regulates a
wide range of aspects, the focal point of this new regulation is the security of
personal data. The 1999 Organic Law on Protection of Personal Data established
an adequate level of regulatory protection. However, it was necessary to
determine a clearer legal framework in order to face the challenges of a new
data processing context, with more sophisticated activities for data processing
and increased international data ﬂows. With the passing of the new regulation
in 2008, Spanish companies became aware of the importance of complying with
data protection law, as they realised that they were dealing with the fundamental
right to privacy of any individual. This, combined with an intensiﬁcation of the
inspection activities and sanction applications by the Spanish Data Protection
Authority, has proven essential in achieving a greater commitment from Spanish
companies to comply with data protection law in an international context, where
they are processing great volumes of data and personal information.

Could you provide a brief overview of the principles behind data privacy laws in
Spain? How do the local laws compare to data privacy laws elsewhere?
Spanish data protection laws, which regulate legal and technical obligations,
are based on a number of principles. Firstly, concerning the quality of the data,
it prohibits the use of data for purposes other than those for which they were
originally collected. Secondly, concerning the principle surrounding the collection
of data, it states that data subjects must be made aware of the existence of the
corresponding ﬁle, and the fact that they are entitled to exercise the rights of
access, rectiﬁcation, cancellation and objection to the processing of their data.
The third principle insists on the consent of the data subject, which is required
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for the processing of personal data, unless otherwise stated by the applicable
law. The fourth principle concerns data security requirements; this states that
companies must adopt the necessary technical and organisational measures to
ensure the security of personal data. These principles meet European standards
and are consistent with provisions set out by the European Parliament and Council
Directive of 24 October 1995 on the protection of individuals with regards to the
processing and free movement of personal data.

Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
The 1999 Organic Law on Protection of Personal Data has been recently modiﬁed
by the approval of the so called Sustainable Economy Act. The amendments
mainly deal with the establishment of new infringement cases, re-classiﬁcations
of infringements, graduated sanction guidelines, and the implementation of a
‘warning procedure’ as an alternative to the penalty procedure applied to ﬁrst
offenders. The Spanish E-Commerce Act has also been amended to implement
the new ‘cookies’ regulation set forth by the Directive on privacy and electronic
communications. According to this new regulation, all internet service providers
need to provide clear, prior and complete information on the speciﬁc use and
purposes of the installation of cookies, and request consent prior to the installation
and use of the cookies on the recipient’s computer.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
The Spanish Data Protection Authority is entitled to inspect companies when
there is evidence of a possible infringement, and impose sanctions if applicable.
This is something that must be very seriously considered by any company
operating in Spain, especially as the sanctions established within the regulations
are very high. The sanctioning procedure classiﬁes infringements into three
different categories. Minor infringements – amongst others, the collection of an
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individuals’ personal data, whilst failing to provide subjects with the information
required by the law – are punished with ﬁnes ranging between €900 and €40,000.
Serious infringements are punished with ﬁnes that range between €40,000 and
€300,000. These infringements include, among others, the collection of personal
data without the subjects’ expressed consent – wherever such consent is to be
required. Infractions of the third category – very serious infringements – are
punished by ﬁnes between €300,000 and €600,000. Serious infringements include
the communication or transfer of personal data other than when permitted by
law, and the temporary or deﬁnitive transfer of personal data to countries that
do not provide an equal level of protection without the prior authorisation of the
Spanish Data Protection Authority’s director. The severity of sanctions that can
be imposed has resulted in a greater degree of compliance, and awareness with
respect to regulations on data protection.

To what extent has the government in Spain increased its monitoring, audit and
enforcement activities with respect to data privacy?
The Spanish Data Protection Authority is the body in charge of monitoring and
enforcing the country’s data protection law. This includes conducting inspections
and imposing sanctions to companies. According to the last data published, in
2011 the reports received by the Authority on data protection breaches increased
by 50 percent. In the same year, the sanctioning decisions issued by the Authority
also increased by 37.7 percent. These statistics reﬂect a clear increase in monitoring
and enforcement activities in Spain with regard to data protection.

What trends have you seen in litigation against companies over data related
disputes?
According to the last data published by the Spanish Data Protection Authority, the
most inspected and sanctioned areas of activity in Spain are telecommunications,
video surveillance, ﬁnancial activities/banking, the internet, and commercial
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communications. These areas of activity are the most litigious and, therefore,
most of the decisions issued by either the Spanish Data Protection Authority or
the courts deal with them.

What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
My main advice would be to be aware of the importance of managing data
protection. The fundamental right to privacy is involved and, therefore, it
is a very sensitive area which cannot be underestimated. On the other hand,
companies do see data protection regulations as complex and very technical
legislation. That could be true to some extent, but we have to consider that
all the legal requirements provided by the law are based on the principles of
quality, information, consent and security. If companies know them and know how
they work, they do not even have to know every single speciﬁc data protection
requirement or obligation. It is a question of intuition.

IBAN DÍEZ
Senior Associate
Gómez-Acebo & Pombo Abogados S. L. P.
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in Law from the University of Deusto with a specialty in legal-economic matters, and a Masters
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In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
Presently, Switzerland provides a relatively easy environment for data processors
and the risks inherent in data processing can be managed quite easily. However,
it is still sometimes quite surprising to see the extent to which compliance
ofﬁcers treat data protection in isolation and are unaware of the risks they take.
Even enterprises that process sensitive personal data, such as health related
information, are sometimes relatively risk-unaware and have not implemented
appropriate management systems to mitigate those risks. Companies with an
international focus tend to be much more conscious of the importance of data
protection than enterprises which operate only nationally. Such companies will
need to devote more time and resources to data protection.

Could you provide a brief overview of the principles behind data privacy laws in
Switzerland? How do the local laws compare to data privacy laws elsewhere?
The Swiss Data Protection Act (DPA) is broader in scope than the EU Data
Protection Directive and the proposed EU General Data Protection Regulation
since it is applicable to personal data of both individuals and legal entities.
Additionally the applied methodology differs from that in the EU. Under the
DPA, data protection is considered a part of the personality rights. Processing is
lawful when the personality rights of the data subject are either not infringed or
if there is a justiﬁcation for such an infringement. In Switzerland, a data subject’s
personality rights are infringed if certain principles of processing personal data
are contravened. These principles include that the collection of data must be
evident to the data subject, that the purpose for processing must be disclosed
to the data subject, and that the processing must be proportionate. A lack of
appropriate technical and organisational measures to protect personal data, as
well as the processing of special categories of data and the transfer of personality
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proﬁles to third parties, are also considered infringements of the data subject’s
personality rights. Possible justiﬁcations for the infringement of a data subject’s
personality rights are the data subject’s consent, a legal provision or an overriding
private or public interest. All in all the material provisions of the DPA are quite
similar to those applicable in the EU, in spite of the methodological differences.
The European Commission has therefore decided that Swiss data protection
legislation provides an adequate level of data protection.

Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
One of the hottest current topics is the communication of ﬁnancial data to
foreign tax authorities. A number of existing legal provisions are relevant here. In
addition, several international double taxation treaties are pending ratiﬁcation.
Their provisions on information exchange are based on the OECD model tax
conventions which require, as a prerequisite to any information exchange, the
sufﬁcient identiﬁcation of the taxpayer by the state requesting the information.
Another important issue for ﬁnancial institutions is the coming enactment of the
Foreign Account Tax Compliance Act (FATCA) which requires them to report
substantial information on their clients to the US tax authorities. A source of
broader change in the Swiss data protection landscape is the proposed EU
General Data Protection Regulation. It is to be expected that many of the
proposed changes will affect Swiss data protection law, either as amendments
to the DPA or as changes to best practice.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
The Swiss treatment of data protection as an aspect of the personality right
means that, for the most part, data subjects must themselves enforce the DPA.
Civil sanctions are limited to compensation for damage, moral prejudice and
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restitution of proﬁts. In certain cases the Swiss Federal Data Protection Ofﬁcer
may on its own initiative investigate a company’s data processing and may issue
recommendations. If the enterprise fails to implement such recommendations, the
Federal Data Protection Ofﬁcer will refer this to the administrative court where a
binding order is issued stipulating how the data processing shall be performed.
Failure to fulﬁl the data subject’s information request or failure to inform them
when processing special categories of data is subject to sanction on application
of the data subject. Furthermore there are penalties for neglecting duties to
inform the Swiss Federal Data Protection Ofﬁcer about certain data collections
and certain transfers of data abroad.

To what extent has the government in your region increased its monitoring, audit
and enforcement activities with respect to data privacy?
The Federal Data Protection Ofﬁcer’s tools of enforcement are very limited. All
we can observe is a slight increase in the number of recommendations in recent
years.

What trends have you seen in litigation against companies over data related
disputes?
Litigation is expensive and unpredictable, therefore data subjects rarely engage
in it. Since Switzerland lacks a mechanism of collective legal redress, legal actions
and sanctions have been rare. This is unlikely to change.

What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
There is international pressure on Switzerland to tighten its data protection rules
and we might expect major changes as soon as 2014. Enterprises should be
prepared for more stringent duties and more severe sanctions. They are well
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advised to install a data protection compliance program and appoint an internal
or external data protection ofﬁcer. A sensible ﬁrst step is to perform an audit
to discover any substantial shortcomings and initiate the establishment of data
protection compliant processes.

SAMUEL INDERMÜHLE
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In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
Personal data protection in the Czech Republic is governed in particular by the
Data Protection Act of 2000, the ﬁrst local law dealing with this issue. The initially
limited knowledge of companies has gradually increased to a sufﬁcient level,
mostly due to the regulating and educational activities of the Data Protection
Ofﬁce, which was established based on the Act. However, there is still room
for improvement; the Ofﬁce still receives a number of queries and complaints
regarding certain issues on which the regulations still require further development.
The international aspect is one of the speciﬁc areas requiring greater attention,
especially in relation to the international transfer of data. For instance, there are
regulations within the Act to be speciﬁcally regarded by multinational companies
when it comes to sharing data between their local branches, including through
their own internal policies.

Could you provide a brief overview of the principles behind data privacy laws
in the Czech Republic? How do the local laws compare to data privacy laws
elsewhere?
The Data Protection Act, 2000 calls for collection, only, of relevant data for
speciﬁc purposes; transparency; the safety and conﬁdentiality of the individual;
and the handling, only, of data approved by the individual. These principles
emanate from international law – particularly European Convention No. 108/1981
for the Protection of Individuals with regard to Automatic Processing of Personal
Data and EU Directive 95/46/EC. This law is applicable to all EU and European
Convention member states. From the Czech point of view, the speciﬁc permission
of the Data Protection Ofﬁce must be provided to a data administrator prior their
data being handled in other non-members of the European Economic Area.
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Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
Currently, the Act does not require extensive amendment. The last signiﬁcant
amendments to the Act and the introduction of certain speciﬁc regulations, under
separate acts, were adopted in 2004 in relation to commercial communications
through email (spam regulation) and in 2005 with respect to the duties of the
operators of electronic communications networks related to data breaches.
Yet there are still areas needing certain improvement, including the regulation
of employers spying on employee’s private emails; the monitoring by camera
of employees; the handling of data for the purposes of direct marketing; and
mega-databases and cloud issues. However, I see clariﬁcation of the Ofﬁce’s
interpretation of the Act and related ofﬁcial standpoints as a more appropriate
means to this end, rather than the Act’s direct amendment.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
Less substantial and remediable breaches of the Act are usually resolved via the
remedial measures of the Ofﬁce. More serious breaches, such as the misuse or
leaking of personal data or other serious breaches of the protection of personal
data may be classiﬁed as administrative offences or errors with penalties. The
penalties applicable to companies range from monetary sanctions of up to CZK5m
or, in qualiﬁed cases where more persons have been endangered by the relevant
conduct or duty regarding a sensitive data breach, up to CZK10m. Certain types
of personal data misuse can also be classiﬁed as a criminal offence. Although
the criminal responsibility of legal entities was recently introduced in the Czech
Republic, somewhat surprisingly, this type of criminal offence may be committed
by individuals only.
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To what extent has the government in the Czech Republic increased its
monitoring, audit and enforcement activities with respect to data privacy?
The most relevant development in this area was the adoption of the Data
Protection Act in 2000. The Act was based, in particular, on the state’s
commitments under Europe Convention No. 108/1981. The major change
in the regulation was the establishment of the Data Protection Ofﬁce as an
independent central body ensuring governmental control. Prior to that, the
data protection rules were insufﬁcient, unsynchronised and based chieﬂy
on certain general principles of the Constitution and Civil Act with limited
effective enforcement. Several amendments to the Act have since been
adopted, including one which deals with the accession of the Czech Republic
to the European Union. The current system of data protection is generally
sufﬁcient. For instance, in 2011, the Data Protection Ofﬁce began only 110
administrative proceedings for breaches of the Act, indicating that the other
recorded breaches of the Act were minor and remedied amicably.

What trends have you seen in litigation against companies over data related
disputes?
Along with the low number of administrative proceedings commenced, civil and
criminal proceedings are also currently rare. This is due to the rather high level
of legal awareness and very active functioning of the Data Protection Ofﬁce,
particularly in relation to controlling and educational activities. The majority of
court disputes concern the incorrect handling of data, unauthorised camera
control, treatment of birth rates, or failing to provide information. I would expect,
however, that these areas will be further developed by the Data Protection Ofﬁce
and may be subject to several decisions and court disputes to set forth the
respective judicature.
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What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
It is always preferable to consider the necessity and extent of the collection of
particular data. Further, the instructions of the Data Protection Ofﬁce, as published
on its website, should be followed and any uncertainty should be consulted with
a qualiﬁed lawyer. In this context, companies should, inter alia, consider whether
the data treatment is subject to the consent of the bearer of the data and whether
a notiﬁcation duty under the Data Protection Act applies; follow duly the duties
on the protection of personal data to prevent misuse, including due instruction of
employees; keep the data no longer than necessary; and disclose collected data
to its subjects upon their request.
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In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
According to recent surveys, the volume of data managed and generated by
companies is increasing year by year at an exponential rate. In the digital age
international data transfer has become ‘business as usual’. Our recent experience
also shows that companies are increasingly aware that data protection is not
just an additional burden or irritation but a key area where careful thinking and
preventive measures are necessary. In accordance with the foregoing, companies
whose main business activity relates to data management and processing, despite
the continuous efforts to rationalise spending, are increasingly inclined to allocate
additional revenues in their budgets to ensure compliance with the relevant
provisions in data protection. However, in our experience, certain companies not
directly involved in data management activities, despite managing signiﬁcant
quantities of personal data, are not aware of their compliance obligations
and ignore any risk management until, as a result of investigation or customer
complaints, it becomes urgent to act.

Could you provide a brief overview of the principles behind data privacy laws in
Hungary? How do the local laws compare to data privacy laws elsewhere?
Hungary has been a member of the European Union since 2004 and, as such, its
data privacy laws are harmonised with Directive 95/46/EC on data protection and
on the free movement of data. However, the Hungarian Data Protection law may
be considered as one of the stricter implementations of the relevant EU directive.
To summarise the local data privacy laws in a nutshell, we should emphasise
that the key word which deﬁnes data privacy laws in Hungary is ‘restriction’,
as local data privacy laws generally impose restrictions on any data controlling
and processing, including international data transfers, unless certain exceptions
apply – for example, if the informed consent of the data subject is obtained or
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the operation of law permits the controlling and processing of such data or the
restrictions are outweighed by legitimate interests of the data controller and it
provides adequate protection to ensure the data privacy. Notwithstanding this,
even if one of the above exception applies, the principle of ‘purpose limitation’
applies as a general restriction on any data management.

Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
As of 1 January 2012 a new Data Protection Act entered into force in Hungary
and a new data protection authority, the National Authority for Data Protection
and Freedom of Information (NDPA), was established, replacing the former
Data Protection Commissioner’s Ofﬁce. The NDPA has administrative, including
investigative, powers. Certain provisions of the new act are ambiguous and in
the absence of established practice under the new Data Protection Act, their
interpretation is still unclear. The establishment of the operation and the
precedents of the NDPA is also in progress and thus it is unforeseen how NDPA
would apply the principles, interpretations and guidelines followed by the
Commissioner. Accordingly, the data and privacy law environment is currently
subject to the developments in this ﬁeld.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
The NDPA has been granted broad investigative powers and is authorised to
conduct administrative proceedings if, on the basis of the conducted investigation
or otherwise, it could be assumed that personal data is processed unlawfully and it
affects a wider group of persons or may cause a serious infringement of personal
interests or damages. During such administrative proceeding, the NDPA is entitled
to order the seizure, deletion or destruction of the unlawfully processed personal
data; prohibit the unlawful management or processing of personal data; prohibit
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the transfer of personal data to any third country – that is, any country outside
the EEA; and impose ﬁnes of up to HUF10m – approximately $37,000. Moreover,
if the data misuse or data leaks are performed for obtaining ﬁnancial advantage,
the criminal liability of the persons liable for such data misuse or leakage may also
be triggered.

To what extent has the government in Hungary increased its monitoring, audit and
enforcement activities with respect to data privacy?
Under the new Data Protection Act the Hungarian parliament established the
NDPA. Its chairman is appointed by the Hungarian president, on the basis of
the recommendation of the prime minister. Although it is not yet foreseeable
whether or not the NDPA will play an active role in monitoring, audit and
enforcement activities, it is already clear through recently imposed ﬁnes that the
NDPA intends to demonstrate its presence and capabilities of supervision. As far
as the audit activities are concerned, the new Data Protection Act will entitle the
data controllers, as of 1 January 2013, to request the NDPA to conduct a data
protection audit.

What trends have you seen in litigation against companies over data related
disputes?
Since its establishment, the NDPA has imposed four ﬁnes for data misuse and
unauthorised data controlling. Although two of these ﬁnes are minor ones and
relate to the dispatch of many unrequested e-mails, the most recent resolution
imposing a ﬁne on an online real estate marketplace operating in Hungary is
worth mentioning. Following the receipt of several customer complaints relating
to misleading and unfair competition practices and data misuse, the NDPA
initiated an investigation and, as a result of its ﬁndings, imposed a ﬁne of
HUF10m – the maximum amount available. In the disclosed reasoning, the NDPA
highlights that the ﬁned company failed to comply with several provisions of the
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new Data Protection Act for several years, including the provisions on notiﬁcation
obligation, restrictions on data transfer and processing, information provision and
cooperation obligations.

What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
Our key message to clients engaged in any industry managing personal data of
clients, customers or contractual counterparties is that an ‘ounce of prevention
is worth a pound of cure’. Putting it into other words, in the ﬁeld of data privacy
law, obtaining timely information and updated guidance, thus maintaining
compliance, may save valuable business time, money and a lot of stress. In this
respect we generally emphasise the importance of data protection due diligence,
regular review and audit, including internal training, where a data privacy law
expert draws attention to the key deﬁciencies, the need for respect of the privacy
of individuals about whom the relevant company processes information, and
strives to ensure that personal information is processed in accordance with legal
requirements and internationally accepted standards of good practice.

DR ATTILA UNGÁR
Partner
Lakatos, Köves and Partners
+36 1 429 1300
attila.ungar@lakatoskoves.hu
Dr Attila Ungár is a founding partner of Lakatos, Köves and Partners and heads the ﬁrm’s Real
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In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
In Romania, most of the companies that pay attention to risks associated with
data protection are international group companies that have a local presence.
Small to medium-sized companies are often unaware of the relevant legal
provisions or obligations of data controllers. Indeed, one scenario that typically
focuses companies’ attention on data protection matters is an envisaged transfer
of personal data abroad. As a matter of practice, an analysis of data protection
implications usually occurs when implementing a centralised IT platform at the
group level, during the process of preparing a marketing campaign, or in the
course of implementing a merger or acquisition – when greater attention is
paid to the underlying risks of processing personal data. Lately, there has been
increasing attention paid by the local market to the legal framework governing
data protection. This is due to proposed new data protection regulation – currently
undergoing analysis at the European Commission – applicable in each EU member
state, and the latest amendments to the E-Privacy Directive 2002/58/CE.

Could you provide a brief overview of the principles behind data privacy laws in
Romania? How do the local laws compare to data privacy laws elsewhere?
Generally speaking, the Romanian parliament has closely implemented the EU
Data Protection Directive 95/46/EC and E-Privacy Directive 2002/58/EC. The
main principles behind Romanian data privacy laws are as follows: processing
activities must be undertaken in good faith; personal data must be collected for
explicit, well-determined and legitimate purposes; and personal data must be
adequate, pertinent, proportional and non-excessive – in light of the purpose of
the processing. In addition, the processing of sensitive personal data is generally
prohibited, except for certain legal exemptions. Data controllers must also inform
data subjects of their rights, ensure the conﬁdentiality of processed data, and
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must obtain a data subject’s express and unequivocal consent before processing
such subject’s personal data, except in certain cases – stipulated by law – when
consent is not required. Finally, data controllers must take the appropriate
technical and organisational measures to ensure the conﬁdentiality and security
of the processed data.

Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
The most recent regulatory development is the implementation of the
amendments required by the E-Privacy Directive of the relevant Romanian
legislation – Law no. 506 of 2004. In this respect, it is worth mentioning that a
user generally gives his implicit consent by setting his browser preferences to
allow cookies, or by employing similar technological means, except for in certain
cases when express consent is necessary – for example, if the data subject must
actively ‘opt in’. However, controllers must give subjects, in a clear and express
manner, via a simple and free-of-charge procedure, the possibility of opting out
of receiving communications.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
In the event that criminal liability does not apply, the main sanctions and remedies
for non-compliance with data protection laws are ﬁnancial. For failing to comply
with conﬁdentiality and data security measures, ﬁnes ranging from €330 to around
€11,050 may be imposed by the Romanian data protection authority. Moreover,
for unlawful data processing or failure to comply with the rights of data subjects,
ﬁnes ranging between €220 to around €5530 may be triggered. However, as
regards penalties stipulated by Law 506/2004 on processing personal data and
the protection of privacy in electronic communications, it is worth mentioning
that for companies that have a turnover that exceeds RON5m – approximately
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€1.1m – the level of ﬁnes can reach up to 2 percent of a company’s annual
turnover, if such company is in breach of certain legal obligations. In addition to
ﬁnancial penalties, the Romanian data protection authority also has the ability
to temporarily suspend data processing activities; demand the termination of
data processing activities; order the partial or full deletion of processed data; ﬁle
actions in civil courts; or even refer cases to the criminal authorities.

To what extent has the government in Romania increased its monitoring, audit and
enforcement activities with respect to data privacy?
The Romanian data protection authority – the public body entrusted as guardian
of data subjects’ privacy and data protection rights – is located in Bucharest and
has no territorial agencies. The authority is currently undergoing a transitional
period and dealing with stafﬁng problems. Therefore, even though the activities
of the authority and the degree of awareness among data subjects appear to
have increased lately, the limited level of resources curtails the monitoring activity
that can actually be undertaken by the authority. In most cases, monitoring
and enforcement activities are performed on a thematic basis – for example,
compliance on the part of public notaries or compliance on the part of insurance
companies – or on the basis of individual complaints received.

What trends have you seen in litigation against companies over data related
disputes?
Case law on data protection matters is rather scant. The legal framework
regulating data protection and the legal obligations of controllers are usually
raised only as secondary arguments before the courts; therefore, it is hard to
point to a clear data protection trend in litigation matters.
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What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
With regards to general advice on managing data risks, we would emphasise
that each collection of personal data has to be proportionate to the purpose
of the processing. Additional attention should be paid by controllers when
processing sensitive data – for example medical, racial, ethical, political, religious
or philosophical information regarding data subjects. One of the most common
issues raised by the authority is that controllers need to collect and process
identiﬁcation information relating to data subjects – such subject’s personal
identiﬁcation number or passport number. In most cases, representatives of
the authority request that controllers amend their internal policies and data
collection processes in order to avoid any processing activity that encompasses
the identiﬁcation information of subjects.
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In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
Since Ukrainian data protection legislation is relatively new – the Law of Ukraine
‘On Protection of personal data’ came into effect on 1 January 2011 – and still
in the process of development, the majority of companies operating in Ukraine,
based on our experience, have not yet brought their activity associated with data
privacy into compliance with effective legislation. In most cases this is due to a lack
of knowledge of the newly introduced legal requirements and some uncertainty
regarding their appropriate application. It is also worth mentioning that, based on
our experience, many international companies which collect the personal data of
Ukrainian individuals and include such data in their databases located outside of
Ukraine have the wrong perception as to the applicability of Ukrainian legislation
to their personal data exchange procedures and disregard the requirements of
Ukrainian data protection legislation. Nevertheless, Ukrainian data protection law
extends to foreign companies – even those having no legal presence in Ukraine
but processing the personal data of Ukrainian individuals – to the same extent
as it does to local Ukrainian companies. Therefore, the risks associated with data
privacy matters are often neglected.

Could you provide a brief overview of the principles behind data privacy laws in
Ukraine? How do the local laws compare to data privacy laws elsewhere?
Ukrainian data privacy legislation is based on a number of general principles.
First is the principle of legality – personal data shall be processed only on legal
grounds. Second is the compatibility principle – personal data shall be obtained
only for speciﬁed and lawful purposes and shall be processed in accordance with
them. Third is the principle of adequacy rather than excessiveness – personal
data shall be adequate, relevant and not excessive in relation to the purposes of
their processing. Additional principles include, fourth, the principle of accuracy
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– personal data shall be accurate and up to date; ﬁfth, the principle of maturity
storage – personal data shall not be kept longer than necessary; and sixth – the
principle of adherence of the rights of the individual – personal data shall be
processed in accordance with the rights of data subjects. The seventh and eighth
principles are the principle of security and the principle of cross-border protection.
Ukrainian data protection legislation provides standards of protection of personal
data which are equal to the EU’s data protection regime. At the same time, the
practical mechanism of their application remains rather undeveloped.

Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
It is worth mentioning that on 2 October the Ukrainian parliament adopted a law
introducing amendments to the current data protection legislation. This draft law
has not been signed by the president of Ukraine and was returned to parliament
for changes. In case of its further adoption, the draft law would introduce a number
of changes into Ukrainian data protection legislation, summarised as follows.
First, it would clarify the procedure of cross-border transfer of personal data and
establish a list of countries with appropriate levels of personal data protection.
Second, it would extend the grounds for processing of personal data. Third, it
would abolish the obligatory requirement to register personal data databases
of employees, members of social and religious organisations, trade unions and
political parties. Finally, it would extend the rights of personal data subjects – for
example, the right to recall consent on personal data processing, the right of
objection against processing of personal data, and so on.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
Ukrainian legislation provides for different types of liability for misuse of personal
data, in particular administrative, criminal and civil liability. The Code of Ukraine
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on administrative offences envisages penalties within the range of €500 to €1640
for failure to comply with established procedures of personal data protection
which lead to illegal access. The Criminal Code of Ukraine provides for penalties
ranging from the ﬁnes – in the amount €1544 – up to ﬁve years of imprisonment for
the illegal collection, storage, use, elimination, and dissemination of conﬁdential
information of individuals, or the illegal alteration of such information. If the
misuse of personal data has led to material or moral damages, the defendant can
also be obliged by the court to reimburse these damages.

To what extent has the government in Ukraine increased its monitoring, audit and
enforcement activities with respect to data privacy?
On 22 June 2012, the Ministry of Justice of Ukraine adopted the procedure of
state control over the adherence of legislation on protection of personal data. This
procedure came into effect on 16 July 2012 and serves as a basis for conducting
inspections of personal data database owners and processors by the State Service
of Ukraine on Personal Data Protection (State Service of Ukraine). Consequently,
the monitoring and enforcement activities of the State Service of Ukraine have
increased since the introduction of this procedure. Currently the Service conducts
approximately 20 such inspections per quarter. Nevertheless, due to the fact
that the State Service of Ukraine is currently overloaded with applications for
registration of personal data databases – ﬁled by the owners of such databases in
order to meet the requirements of the law – the level of monitoring with regard
to data protection legislation remains comparatively low.

What trends have you seen in litigation against companies over data related
disputes?
Due to the fact that Ukrainian data protection legislation is rather new, we are not
currently able to determine any trends in litigation against companies over data
related disputes, since court practice in this area is still quite undeveloped.
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What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
We recommend that all companies operating in the Ukrainian market pay due
attention to Ukrainian legislative requirements in the sphere of personal data
protection, and bring internal procedures of personal data handling in line
with Ukrainian legislation. In particular, they must elaborate and adopt internal
procedures for processing personal data; appoint data protection ofﬁcers;
elaborate appropriate form of consent of individuals on their personal data
processing register in respect of personal data databases with the State Service
of Ukraine; notify individuals, in timely fashion, about the inclusion of their data on
such databases; and take proper technical and organisational measures to ensure
sufﬁcient protection of personal data from unauthorised access. Our main advice
as to the management of data risk would be to consult with lawyers specialising
in data protection legislation.
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In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
Companies in India are increasingly conducting risk analysis from a data protection
perspective. This appears particularly true for Indian subsidiaries of foreign
companies that are located in jurisdictions that have traditionally had strong data
protection laws, Indian companies with global aspirations, and companies seeking
foreign investments.

Could you provide a brief overview of the principles behind data privacy laws in
India? How do the local laws compare to data privacy laws elsewhere?
The Information Technology Act 2000 (IT Act) and the data protection rules (DP
Rules) enacted thereunder – are the only legislation that have attempted to
address the issue of data protection in India. The basic principle governing the
applicability of the DP Rules is that they apply where the sensitive personal data
or information (SPDI) of any person located anywhere in the world is collected or
processed in India. There are two basic elements of data protection under the IT
Act. The ﬁrst concerns negligence in maintaining reasonable security practices
and procedures to safeguard speciﬁc items of information classiﬁed as SPDI
– such as passwords, ﬁnancial information, physical/physiological and mental
health conditions, sexual orientation, medical records and history, biometric
information – where such negligence results in wrongful loss or wrongful gain
to any person. The second element concerns the intentional disclosure of any
personal information of any person that is capable of identifying such person,
including any SPDI – that has been collected under a contractual relationship.
The DP Rules appear to be in line with global data protection regulations.
For instance, the requirement to obtain consent from data subjects that is
prescribed under the DP Rules appears to be in line with requirements set out
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for EU countries – Directive 95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of said data. One aspect,
in which Indian law appears to deviate from the EU directive, is that European
law provides for a mechanism of notiﬁcation to a supervisory authority appointed
by each of the member states for the processing of any personal data; the DP
Rules do not provide for the appointment of such supervisory authority or notice
requirements.

Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
The most relevant regulatory development in this area is the enactment of the DP
Rules. The Indian government had also proposed a broad legislation on the ‘Right
to Privacy’ which, according to statements made by government ofﬁcials, was
supposed to be far more comprehensive than the provisions under the IT Act.
However, this proposed legislation has not yet been approved by the government
and has not yet become law.

What kinds of penalties may be issued against companies following data misuse or
data leaks?
If an entity has been negligent in implementing and maintaining ‘reasonable
security practices and procedures’ – as per the parameters set out in the IT Act
– for the protection of SPDI, and such negligence results in ‘wrongful loss or
wrongful gain’ to any person, then the entity may be liable to pay monetary
compensation, quantum not speciﬁed, to the aggrieved person. This is a civil
remedy available to data subjects. Penal punishment can be applied where any
person, while providing services under the terms of a contract, secures access
to any SPDI and intentionally discloses that SPDI without authorisation. The IT
Act prescribes a penalty of imprisonment for up to three years and/or a ﬁne
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up to $9500. In addition, where there is a breach of contractual obligations of
conﬁdentiality, the aggrieved party may approach the courts to obtain injunctive
orders and/or claim damages.

To what extent has the government in India increased its monitoring, audit and
enforcement activities with respect to data privacy?
The DP Rules do not really provide for government monitoring of activities relating
to data protection. Further, we have yet to see reported instances of enforcement
activities with respect to the DP Rules. However a number of initiatives have been
implemented to effectively deal with data security issues. For instance the Data
Security Council of India (DSCI) has been set up by the National Association of
Software and Services Companies (NASSCOM) which is the industry association
for the IT-BPO sector in India. The DSCI collaborates with the government to
promote data protection and develop security and privacy best practices.

What trends have you seen in litigation against companies over data related
disputes?
The DP Rules were introduced in April 2011 and we have not yet seen reported
litigation arising from these rules. However, there have been instances where the
courts have upheld conﬁdentiality provisions in contracts and the rights of owners
of trade secrets.

What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
The DP Rules are fairly detailed in terms of the compliances required, though there
are certain grey areas which may need explanation either by way of government
clariﬁcation or judicial interpretation. Companies need to be aware that they will in
all likelihood collect and process some sort of SPDI, such as biometric information
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or bank account details, if not from their customers and vendors then from their
employees. Companies may even choose to comply with the DP Rules as a matter
of best practice in relation to other items of personal information.
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In your experience, do companies pay enough attention to the risks associated
with data protection? Is this issue increasingly important as companies handle and
transfer greater volumes of data internationally?
Data protection and privacy has recently emerged as an issue of increased concern
in Indonesia. The government has enacted various laws relating to data privacy in
a number of speciﬁc areas. In addition, data onshoring legislation is now being
considered by the government. Data privacy is most often discussed when a
multinational corporation collects and processes employee or customer data from
around the world into a single data bank in a certain country. However, the issue of
data privacy actually arises whenever personal data is collected or stored.

Could you provide a brief overview of the principles behind data privacy laws in
Indonesia? How do the local laws compare to data privacy laws elsewhere?
Data privacy rules in Indonesia are not compiled in a single law. Indonesian legal
scholars often refer to Article 28G of the 1945 Constitution as the rather vague
basis for more speciﬁc data privacy legislation. The article states that “Each
person shall have the right to protection of their personal selves, families, respect,
dignity and possessions under their control and shall have the right to security
and protection from threat of fear for doing or for not doing something which
constitutes a human right.” It is important to note that citizens are entitled to the
protection of their personal data collected under Demography Law No. 23 of 2006.
The following items are classiﬁed as ‘personal data’ under Law No. 23: a family
identiﬁcation card number; a personal population identiﬁcation number; date of
birth; an explanation regarding any physical or mental disabilities; the biological
mother’s population identiﬁcation number; the father’s population identiﬁcation
number; and ﬁnally, important events involving a birth, death, marriage, divorce,
child legalisation, name change or change of nationality. This list may be used
as a reference for what is included as personal data in the Indonesian context
generally, but should not be considered exhaustive.
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Have there been any proposed or actual regulatory developments affecting data
privacy that are worth noting?
Indonesia has enacted various laws relating to data privacy in a number of speciﬁc
areas. Unfortunately Indonesian employment law does not speciﬁcally deal with
employee data privacy. In practice, employers in Indonesia regulate the data
privacy of their employees by way of unilateral employee consents, employment
agreements, work rules known as company regulations and collective labour
agreements. Such agreements and consents permit the collection, retention,
disclosure and use of the employee’s personal data or other conﬁdential
information, and are justiﬁed by the freedom of contract principle under the
Indonesian Civil Code. Concerning data privacy under criminal procedures,
Article 47 of Law No. 8 of 1981 authorises the police to open mail delivered
through the post ofﬁce and to conduct wiretapping of telecommunications
with a court order. The police are required to keep the contents of mail and
other lawfully intercepted communications conﬁdential, except when it is to
be employed as evidence in criminal proceedings. In reference to Indonesia’s
commitment to data privacy, Indonesian Human Rights Law No. 39 of 1999
broadly states that each individual has the right to privacy. The growth of the
internet and advances in technology inspired passage of Indonesia’s Electronic
Information and Transactions Law No. 11 of 2008 – the ‘ITE Law’. The ITE Law
prohibits the use of personal data acquired through electronic media without the
consent of such persons. It further provides that anyone with intent and without
valid rights shall be prohibited from changing, adding, reducing, transmitting,
destroying, eliminating, transferring or hiding electronic information and/or
electronic documents owned by another person or owned by the public. Data
protection and privacy is also provided to Indonesian citizens under Article 57
of Law No. 36 of 2009 regarding health. Article 57 declares that everyone is
entitled to the conﬁdentiality of any personal health information that has been
provided to or collected by health care providers.
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What kinds of penalties may be issued against companies following data misuse or
data leaks?
Article 26(2) of the ITE Law dictates that any person whose personal electronic
data is used without consent may submit a civil claim for damages. In addition,
if there is evidence that the disclosure of personal data was intended to impugn
the reputation of that person, the company responsible could be charged with
defamation under Article 310 of the Criminal Code or with committing an
unpleasant act under Article 335 of the Criminal Code, which are subject to ﬁnes
or imprisonment.

To what extent has the government in Indonesia increased its monitoring, audit
and enforcement activities with respect to data privacy?
The Indonesian government’s role has been limited to the enactment of various
laws relating to data privacy in a number of speciﬁc areas. The proposed
legislation requiring companies operating electronic systems for ‘public services’
to establish onshore data centres and onshore data recovery centres represents
the government’s most ambitious and controversial initiative in this respect to
date.

What trends have you seen in litigation against companies over data related
disputes?
Legal cases related to the misuse of personal data by companies in Indonesia are
still very rare.
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What advice would you give to companies on managing data risk, installing
internal compliance processes and maintaining compliance on data privacy?
In practice, companies are well advised to seek the consent of their customers
and employees for the storage, use and transmittal of any personal data. Article
31 of Law No. 24 of 2009 regarding the National Flag, Language, Emblem and
Anthem imposes a requirement that written agreements involving Indonesian
parties must be in the Indonesian language. Such agreements may alternatively
be written in a bilingual English-Indonesian format. Such bilingual agreements
can provide that in the event of a conﬂict or inconsistency between the two
versions, the English-language version prevails. Data privacy consents should
therefore be executed in the Indonesian language or in a bilingual format. The
ITE Law expressly recognises electronic acceptance/signatures. These data
privacy-related agreements and consents can thus be executed electronically
by employees and customers.
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