Financial
Technology
Law Review
Fourth Edition

Editor
Thomas A Frick

lawreviews

© 2021 Law Business Research Ltd

Financial
Technology
Law Review
Fourth Edition

Reproduced with permission from Law Business Research Ltd
This article was first published in April 2021
For further information please contact Nick.Barette@thelawreviews.co.uk

Editor
Thomas A Frick

lawreviews
© 2021 Law Business Research Ltd

PUBLISHER
Clare Bolton
HEAD OF BUSINESS DEVELOPMENT
Nick Barette
TEAM LEADERS
Jack Bagnall, Joel Woods
BUSINESS DEVELOPMENT MANAGERS
Katie Hodgetts, Rebecca Mogridge
BUSINESS DEVELOPMENT EXECUTIVE
Olivia Budd
RESEARCH LEAD
Kieran Hansen
EDITORIAL COORDINATOR
Gracie Ford
PRODUCTION AND OPERATIONS DIRECTOR
Adam Myers
PRODUCTION EDITOR
Louise Robb
SUBEDITOR
Sarah Andreoli
CHIEF EXECUTIVE OFFICER
Nick Brailey
Published in the United Kingdom
by Law Business Research Ltd, London
Meridian House, 34–35 Farringdon Street, London, EC4A 4HL, UK
© 2021 Law Business Research Ltd
www.TheLawReviews.co.uk
No photocopying: copyright licences do not apply.
The information provided in this publication is general and may not apply in a specific situation, nor
does it necessarily represent the views of authors’ firms or their clients. Legal advice should always
be sought before taking any legal action based on the information provided. The publishers accept
no responsibility for any acts or omissions contained herein. Although the information provided
was accurate as at April 2021, be advised that this is a developing area.
Enquiries concerning reproduction should be sent to Law Business Research, at the address above.
Enquiries concerning editorial content should be directed
to the Publisher – clare.bolton@lbresearch.com
ISBN 978-1-83862-778-2
Printed in Great Britain by
Encompass Print Solutions, Derbyshire
Tel: 0844 2480 112

© 2021 Law Business Research Ltd

ACKNOWLEDGEMENTS
The publisher acknowledges and thanks the following for their assistance
throughout the preparation of this book:
ALLEN & GLEDHILL LLP
BPE SOLICITORS LLP
BUZKO KRASNOV
CMS REICH-ROHRWIG HAINZ RECHTSANWÄLTE GMBH
COLLAS CRILL
DLA PIPER UK LLP
GILBERT + TOBIN
HAMMAD AND AL-MEHDAR
HUNTON ANDREWS KURTH LLP
INDUSLAW
KIM & CHANG
LEE AND LI, ATTORNEYS-AT-LAW
LOYENS & LOEFF
MORI HAMADA & MATSUMOTO
NIEDERER KRAFT FREY
NJORD LAW FIRM
NOERR PARTNERSCHAFTSGESELLSCHAFT MBB
SK CHAMBERS
SRP-LEGAL
SSEK LEGAL CONSULTANTS
TOZZINIFREIRE ADVOGADOS
URÍA MENÉNDEZ
VIEIRA DE ALMEIDA

i
© 2021 Law Business Research Ltd

CONTENTS

PREFACE��������������������������������������������������������������������������������������������������������������������������������������������������������� vii
Thomas A Frick
Chapter 1

AUSTRALIA��������������������������������������������������������������������������������������������������������������������������1
Peter Reeves, Georgina Willcock and Robert O’Grady

Chapter 2

AUSTRIA�����������������������������������������������������������������������������������������������������������������������������14
Stefan Paulmayer

Chapter 3

BELGIUM���������������������������������������������������������������������������������������������������������������������������28
Pierre E Berger and Marc Van de Looverbosch

Chapter 4

BRAZIL��������������������������������������������������������������������������������������������������������������������������������43
Alexei Bonamin, Marcela Waksman Ejnisman, Carla do Couto Hellu Battilana,
Marcus Fonseca, Felipe Borges Lacerda Loiola, Natasha Wiedmann, Victor Cabral Fonseca
and Leonardo Medeiros Braghetto

Chapter 5

BRITISH VIRGIN ISLANDS ������������������������������������������������������������������������������������������60
Christian Hidalgo

Chapter 6

CAYMAN ISLANDS����������������������������������������������������������������������������������������������������������68
Alan de Saram

Chapter 7

DENMARK�������������������������������������������������������������������������������������������������������������������������77
Kim Høibye, Jakub Zakrzewski and Christian Brynning Petersen

Chapter 8

GERMANY��������������������������������������������������������������������������������������������������������������������������92
Jens H Kunz

Chapter 9

GUERNSEY����������������������������������������������������������������������������������������������������������������������117
Wayne Atkinson

iii
© 2021 Law Business Research Ltd

Contents

Chapter 10

INDIA��������������������������������������������������������������������������������������������������������������������������������127
Avimukt Dar, Namita Viswanath, Shreya Suri, Priyanka Ashok and Shantanu Mukul

Chapter 11

INDONESIA���������������������������������������������������������������������������������������������������������������������138
Winnie Yamashita Rolindrawan, Asri Rahimi and Callista Putri Mayari

Chapter 12

JAPAN��������������������������������������������������������������������������������������������������������������������������������148
Atsushi Okada, Takane Hori and Takahiro Iijima

Chapter 13

JERSEY�������������������������������������������������������������������������������������������������������������������������������162
Sam Sturrock

Chapter 14

LUXEMBOURG���������������������������������������������������������������������������������������������������������������172
Anne-Marie Nicolas, Álvaro Garrido Mesa and Sandy Brumberg

Chapter 15

MALAYSIA������������������������������������������������������������������������������������������������������������������������191
Shanthi Kandiah

Chapter 16

NETHERLANDS�������������������������������������������������������������������������������������������������������������202
Martijn Schoonewille, Wendy Pronk, Yannick Geryszewski, Pepijn Pinkse
and Joanne Zaaijer

Chapter 17

PORTUGAL����������������������������������������������������������������������������������������������������������������������216
Tiago Correia Moreira, Helena Correia Mendonça, José Miguel Carracho
and Francisca César Machado

Chapter 18

RUSSIA������������������������������������������������������������������������������������������������������������������������������228
Roman Buzko

Chapter 19

SAUDI ARABIA����������������������������������������������������������������������������������������������������������������239
Suhaib Adli Hammad

Chapter 20

SINGAPORE���������������������������������������������������������������������������������������������������������������������251
Adrian Ang V-Meng and Alexander Yap Wei-Ming

Chapter 21

SOUTH KOREA��������������������������������������������������������������������������������������������������������������260
Jung Min Lee, Joon Young Kim and Ik Hwan Cho

Chapter 22

SPAIN���������������������������������������������������������������������������������������������������������������������������������273
Leticia López-Lapuente and Isabel Aguilar Alonso

iv
© 2021 Law Business Research Ltd

Contents

Chapter 23

SWITZERLAND��������������������������������������������������������������������������������������������������������������284
Thomas A Frick

Chapter 24

TAIWAN����������������������������������������������������������������������������������������������������������������������������297
Abe T S Sung and Eddie Hsiung

Chapter 25

TURKEY����������������������������������������������������������������������������������������������������������������������������309
Cigdem Ayozger Ongun, Volkan Akbas and Deniz Erkan

Chapter 26

UNITED KINGDOM�����������������������������������������������������������������������������������������������������321
Sarah Kenshall

Chapter 27

UNITED STATES������������������������������������������������������������������������������������������������������������334
Erin Fonté, Scott Kimpel, Carleton Goss and Patrick Boot

Appendix 1

ABOUT THE AUTHORS�����������������������������������������������������������������������������������������������347

Appendix 2

CONTRIBUTORS’ CONTACT DETAILS������������������������������������������������������������������369

v
© 2021 Law Business Research Ltd

PREFACE

This fourth edition of The Financial Technology Law Review is published at a time of significant
changes and acceleration of pre-existing trends. Because of the lockdowns resulting from the
covid-19 pandemic, digitalisation of businesses took a big step forward, which had a significant
impact on developments in fintech as well. Fintech may claim to have become an established
part of the financial ecosystem, although some new projects continue to challenge existing
players and structures. This should not obscure the fact that nearly all major participants in
financial markets by now support one or several major fintech initiatives.
While the number of relevant active cryptocurrencies has not increased significantly,
in early 2021 the US$ value of Bitcoin reached nearly 60,000, probably due to public
announcements made by several mayor financial market participants (of which Tesla was
only one) that they will support the currency. Various payment services providers moved to
the blockchain, and SWIFT made significant progress with its global payments initiative gpi,
thereby raising the bar for incumbents. A number of ‘neo-banks’ could establish themselves
on the market. Many established banks made their on-boarding and KYC processes virtual.
The first commodity trade finance transactions on the blockchain passed. FAMGA (Facebook,
Apple, Microsoft, Google, Amazon) companies all bought or entered into partnerships with
fintechs or had active fintech programs of their own. The same applies to their Chinese
counterparts. The financial markets infrastructure (marketplaces, brokers, asset managers,
settlement and wallet providers, but also structured products, robo advisors and regtech as
well as insurtech providers) continued to expand, with new interest in algotraders, digital
asset trading, exchange and settlement platforms. In spite of the economic crisis, funding for
fintech projects remained on a high level and VC deals even increased in some areas, notably
in Africa.
The response of governments and regulators to this new dynamism has started to move
from general awe about and rejection of many new business projects to a more constructive
approach. While Facebook’s Libra project was significantly reduced in scope and will now
proceed as Diem, many central banks, after initial rejection, are now considering in earnest
to issue crypto currencies themselves. Numerous jurisdictions by now allow sandboxes in
order not to overburden fintechs with regulations in their early stage. A major concern is data
protection, and the EU’s General Data Protection Regulation has become an international
benchmark for protection levels. At the same time, concerns about AML (and sanction)
compliance remain. The regulatory approaches vary; in particular, smaller jurisdictions such
as Malta or Liechtenstein, but also Montana tend to issue specific new laws to address the
numerous new issues, whereas larger jurisdictions (one example is Switzerland) tend to make
only minor adaptations to their existing laws to bring them in line with the new market and
technological realities.
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Preface
Hence, the national solutions chosen vary considerably between jurisdictions, not only
due to different regulatory cultures, but also due to differences in the private law treatment
of some of the new issues arising. In the absence of a harmonised international regime, a
structured collection of overviews over certain aspects of fintech law and regulation such
as the present one continues to be valuable not only for the international practitioner, but
also for anyone who looks for inspiration on how to deal with hitherto unaddressed and
unthought-of issues under the national law of any country.
The authors of this publication are from the most widely respected law firms in their
jurisdictions. They each have a proven record of experience in the field of fintech; they know
both the law and how it is applied. We hope that you will find their experience invaluable
and enlightening when dealing with any of the varied issues fintech raises in the legal and
regulatory field.
The emphasis of this collection is on the law and practice of each of the jurisdictions,
but discussion of emerging or unsettled issues has been provided where appropriate. The views
expressed are those of the authors and not of their firms, of the editor or of the publisher. In
a fast-changing environment, every effort has been made to provide the latest intelligence on
the current status of the law.
Thomas A Frick
Niederer Kraft Frey
Zurich
April 2021
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Chapter 11

INDONESIA
Winnie Yamashita Rolindrawan, Asri Rahimi and Callista Putri Mayari1

I

OVERVIEW

Fintech activities in Indonesia are mainly regulated by the two most prominent financial
regulatory bodies in Indonesia, namely the Indonesian central bank, or Bank Indonesia,
and the Indonesian Financial Services Authority (OJK). If a fintech activity is specifically
regulated, companies engaging in that activity must abide by that regulation. Noting the
exponential progression of the fintech sector in Indonesia, the Indonesian government tries to
monitor and simultaneously facilitate the development of fintech activities that have yet to be
specifically regulated. This is done by way of sandbox mechanisms provided by Bank Indonesia
and the OJK. The coverage of each authority’s sandbox differs, with Bank Indonesia focusing
on payment systems related to fintech and the OJK focusing on financial services related to
fintech. The latter includes innovations in the field of banking, capital markets, insurance,
pension funds and financing institutions. By requiring unclassified industry players to abide
by the sandbox mechanism, the government of Indonesia seeks to ensure that Indonesian
consumers are protected while simultaneously supporting innovation in the fintech sector.
Both Bank Indonesia and OJK have issued regulations on this sandbox mechanism, as well
as other regulations pertaining to fintech. These regulations can be accessed on the websites
of each institution.
Generally, there are no special tax incentives for fintech companies. However, companies
conducting business in a pioneer industry may receive certain tax facilities in the form of
reduction in corporate income tax. Capital Investment Coordinating Board Regulation
No. 7 of 2020 regarding Description of Business Activities and Pioneer Industry Production
and Procedures for Granting Corporate Income Tax Deduction Facilities defines a pioneer
industry as being highly relevant, providing added value and high externalities, introducing
new technologies, and having strategic value for the national economy. This includes, among
others, data processing activities, hosting activities and related activities.
II

REGULATION

i

Licensing and marketing

Fintech companies are generally regulated by Bank Indonesia and the OJK. The scope of
the fintech licence provided by each authority is different. Bank Indonesia, through Bank
Indonesia Regulation No. 19/12/PBI/2017 regarding Organisation of Financial Technology,

1

Winnie Yamashita Rolindrawan is a partner and Asri Rahimi and Callista Putri Mayari are associates at
SSEK Legal Consultants.
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dated 30 November 2017 (BI Reg 19) regulates that the following fintech activities, which
relate to monetary stability, financial system stability and payment systems, trigger a
registration or licensing requirement in Indonesia:
a
Payment system: payment system activities, including authorisation, clearing, final
settlement and implementation of payment, such as blockchain or distributed ledgers
for the provision of fund transfers, electronic money, electronic wallet and mobile
payments;
b
Market support: activities that use information or electronic technology to facilitate
the faster and more cost-efficient provision of information to the public with regard
to financial products and services, such as the provision of information comparing
available products or services within the financial services sector;
c
Investment management and risk management: the provision of online investment and
online insurance; and
d
Lending, financing or funding, and capital raising: peer-to-peer lending (P2P lending)
or information technology-based fundraising (crowdfunding).
Fintech activities related to financial services are regulated by the OJK. OJK Regulation
No. 13/POJK.02/2018 regarding Digital Financial Innovation in the Financial Services
Sector, dated 16 August 2018 (OJK Reg 13), requires companies carrying out the following
digital financial innovation activities to register or obtain a licence (unless otherwise
exempted):
a
Transaction settlement: focuses on, among other things, investment settlement;
b
Capital raising: includes equity crowdfunding, virtual exchange, smart contracts and
alternative due diligence;
c
Investment management: includes advanced algorithms, cloud computing, capability
sharing, open-source information technology, automated advice and management,
social trading and retail algorithmic trading;
d
Fundraising and fund disbursement: includes P2P lending, alternative adjudication
and third-party application programming interface;
e
Insurance: includes sharing economy, autonomous vehicles, digital distribution,
securitisation and hedge funds;
f
Market support: includes artificial intelligence or machine learning, machine readable
news, big data, social sentiment, market information platforms, automated data
collection and analysis;
g
Other digital finance supporting activities: includes social and eco-crowdfunding,
sharia digital financing, e-waqf, e-zakat, automated digital advisory and credit scoring;
and
h
Other financial services activities: includes invoice trading, vouchers and products
using blockchain-based applications.
Bank Indonesia and the OJK have the authority to regulate, register and issue licences for
the above-listed fintech activities. These two authorities have set out their respective rules on
conditions or requirements, which shall depend on the specific registration or licence to be
held by the relevant company. As a matter of general principle, both Bank Indonesia and the
OJK stipulate extensive criteria for regulated fintech activities (such as being innovative in
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nature, may have an impact on existing products, services, technologies or financial business
models, and can be widely used), and require any provider whose services meet the criteria to
register with the financial regulatory bodies.
Automated digital advisory
To date, there is no specific law or regulation that specifically addresses automated digital
advisory in Indonesia. It is mentioned in OJK Reg 13 as an example of digital financial
innovation in the investment management sector. Given that it falls under the purview of
the OJK and is explicitly referred to in OJK Reg 13, companies providing automated digital
advisory will need to comply with the provisions of OJK Reg 13, which include the obtaining
of a registration or licence, as applicable.
Asset management company
Any party that wishes to establish an asset management company in Indonesia must refer
to the activities of an investment manager (IM) company operating on the Indonesia Stock
Exchange pursuant to Law No. 8 of 1995 regarding Capital Market, dated 10 November 1995
(Capital Market Law). Other than the requirement for this company to be established in
the form of an Indonesian limited liability company (PT), as set out in Law No. 40 of
2007 regarding Limited Liability Company, dated 16 August 2007, as lastly amended by
Law No. 11 of 2020 regarding Job Creation, dated 2 November 2020 (Omnibus Law), this
company must also be registered as a securities company, specifically as an IM company, for
which a licence must be obtained from the OJK, pursuant to Article 30, Paragraph (1) of
the Capital Market Law. Other technology-based asset management activities not specifically
regulated by the OJK are subject to the regulatory sandboxing programme under OJK Reg 13.
Credit information services
Credit information services are regulated in OJK Regulation No. 42/POJK.03/2019
regarding Credit Information Management Agencies, dated 31 December 2019, and Bank
Indonesia Circular Letter No. 15/49/DPKL regarding Credit Information Management
Agencies, dated 5 December 2013. Under these regulations, a credit bureau is permitted to
collect and process credit data and other data to generate a credit report. A credit report is a
product or service generated by a credit bureau in writing, verbally, or by some other method,
sourced from credit data and other data owned by the credit bureau. As is the case with
other fintech companies under the OJK’s supervision, a credit bureau is required to obtain a
business licence from the OJK to carry out its business activities in Indonesia.
Sales and marketing of financial products and services
Traditional sales and marketing of financial services, such as conventional banking, investment
and insurance are regulated by the OJK. There are no specific regulations for the sale and
marketing of unconventional financial services, such as initial coin offerings. Principally,
fintech companies must ensure that when selling and marketing financial products, there is
no misleading information that may cause losses for consumers.
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ii

Cross-border issues

Indonesia does not recognise the concept of passporting and Indonesian law does not permit
regulated activities to be provided from offshore. Furthermore, under Indonesian law, a party
providing any fintech services or products in the jurisdiction must establish a local presence
and obtain the requisite licence from the Indonesian regulatory bodies as stipulated by the
prevailing laws and regulations.
Certain limitations or restriction on foreign ownership of Indonesian companies may
be applicable, depending on the business line of the company. For example, a company
engaging in the provision of P2P lending activities can have a maximum foreign ownership of
85 per cent, which means that at least of 15 per cent ownership must be held by Indonesian
shareholders.
If offshore products or services are actively marketed in Indonesia, there is a risk that
the relevant authority will require the provider of those products or services to establish a
local presence, as such entity will be considered to be carrying out business in Indonesia.
However, if the provision of the product or service is done on a reverse enquiry basis, where
the approach is made by potential clients on an unsolicited basis, it will not trigger a licensing
requirement in relation to the fintech activities, provided that the company responds to the
potential clients on a reach-in or fly-in basis.
With respect to currency controls in Indonesia, the Indonesian rupiah cannot be
remitted outside Indonesian territory. Additionally, only an amount of less than 100 million
rupiah can be freely taken physically out of Indonesia at any one time.
III

DIGITAL IDENTITY AND ONBOARDING

Digital identity in Indonesia generally is recognised as an electronic certificate that holds a
person’s electronic signature, as referred to under Law No. 11 of 2008 regarding Electronic
Information and Transactions, dated 21 April 2008, as lastly amended by Law No. 19 of
2016, dated 25 November 2016 (ITE Law). Following the enactment of the ITE Law,
Indonesian authorities have issued multiple regulations to support, improve and expand the
safety of using digital identification to access financial services, among others:
a
validation of certified e-signature and digital identity for electronic transactions as
governed by Ministry of Communication and Informatics Regulation No. 11 of 2018
regarding Implementation of Electronic Certification, dated 6 September 2018; and
b
use of e-KYC (electronic know-your-customer) guidelines, as governed by Law
No. 8 of 2010 regarding Prevention and Eradication of Money Laundering,
dated 22 October 2010, and OJK Regulation No. 12/POJK.01/2017 regarding
Implementation of Anti-Money Laundering and Prevention of Terrorism Funding
in the Financial Services Sector, dated 21 March 2017, as lastly amended by OJK
Regulation No. 23/POJK.01/2019 dated 30 September 2019 (OJK Reg 12).
Indonesia, through the National Council for Financial Inclusion (DNKI) and its relevant
partners, has been working to put in place the policies to implement a strong digital identity
infrastructure for the inclusive delivery of financial services. There are currently several state
and private enterprises that have registered with or obtained a licence from the Ministry of
Communication and Informatics (MOCI) to issue electronic certificates in Indonesia.
Fully digitised onboarding of clients is permitted for financial services providers, under
OJK Reg 12. The coverage of financial services providers under OJK Reg 12 is broad so as to
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include financial services providers in the banking sector, capital market sector and non-bank
financial institution sector. The conditions to implement the fully digitised onboarding
of clients, however, may vary across each regulation governing specific financial services
activities. For example, banks intending to provide fully digitised onboarding may only do so
once they have procured approval from the OJK for the provision of digital banking services.
Third parties whose electronic facilities are used by financial services providers for the identity
verification of prospective customers must also obtain OJK approval.
IV

DIGITAL MARKETS, PAYMENT SERVICES AND FUNDING

i

Digital marketplace

Digital marketplace is not regulated by either Bank Indonesia or the OJK. Rather, it is regulated
by the Minister of Trade under Government Regulation No. 80 of 2019 regarding Trading
through Electronic Systems, dated 25 November 2019, and its implementing regulation,
Minister of Trade Regulation No. 50 of 2020 regarding Provisions of Business Licensing,
Advertisements, Guidance and Supervision of Business Practitioners in Trade Through
Electronic Systems, dated 19 May 2020. To operate a digital marketplace, a company must
obtain a Trade through Electronic System Business Licence and other supporting licences
as necessary. There is no special rule for digital marketplaces that facilitate the sale of digital
assets.
The trading of cryptoassets is specifically regulated by the Commodity Futures Trading
Regulatory Agency (Bappebti), an agency under the Ministry of Trade, and is subject to a
different set of rules. These rules are laid out in Bappebti Regulation No. 5 of 2019 regarding
Technical Provisions for the Implementation of the Crypto Asset Physical Market in Futures
Exchange, dated 8 February 2019, as last amended by Bappebti Regulation No. 3 of 2020
dated 31 March 2020.
ii

Collective investment schemes

Indonesian law does not regulate collective investment schemes in general. Instead, regulations
are issued pertaining to specific finance products, such as equity crowdfunding platforms.
Companies are permitted to conduct securities crowdfunding if they obtain the requisite
licence from the OJK. Pursuant to OJK Regulation No. 57/POJK.04/2020 regarding
Security Crowdfunding, dated 11 December 2020 (OJK Reg 57), security crowdfunding is
defined as the provision of security offerings by issuers to sell securities directly to investors
through an open electronic system network. Under OJK Reg 57, securities are defined as
promissory notes, commercial papers, shares, bonds, evidence of debt, collective investment
contract participation units, futures contracts over securities and any derivative of securities.
Crowdlending is not specifically regulated in Indonesia.
iii

Peer-to-peer lending

Peer-to-peer (P2P) lending is under the purview of the OJK, regulated specifically by
OJK Regulation No. 77/POJK.01/2016 regarding Information Technology-Based Money
Lending Services, dated 29 December 2016 (OJK Reg 77). P2P lending is defined therein
as the provision of financial services to bring together lenders and borrowers for the purpose
of concluding lending agreements in rupiah directly through an electronic system using the
internet. Companies providing P2P lending platforms are required to register and obtain a
licence from the OJK upon the fulfilment of certain requirements.
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h

Under OJK Reg 77, P2P lending platform providers are prohibited from:
carrying out other business activities;
acting as a lender or borrower;
issuing security in any form for the fulfilment of another party’s obligation;
issuing bonds;
providing recommendation to users;
publishing fictional or misleading information;
offering services to users or the public through private communication facilities without
the consent of the users; and
charging any fee to users for any submission of complaints.

iv

Trading of loans in secondary market

a
b
c
d
e
f
g

There is no specific restriction on the trading of loans in the secondary market, nor is it
regulated in Indonesia.
v

Payment services

A company providing payment services is required to obtain a licence from Bank Indonesia.
Bank Indonesia Regulation No. 22/23/PBI/2020 regarding Payment Systems, dated
30 December (BI Reg 22), divides payment system providers into payment service providers
and payment system infrastructure providers. Payment system providers are defined as banks
or non-bank institutions that provide services to facilitate payment transactions to service
users. They may carry out the following activities: (1) provision of information on fund
source; (2) payment initiation or acquiring services; (3) administration of fund source; and
(4) remittance services. Payment system infrastructure providers are defined in BI Reg 22
as parties providing infrastructure that may be used to conduct the transfer of funds for the
interest of their members. Payment system infrastructure providers may provide clearing or
final settlement services for the interest of members.
vi

Mandated accessibilities to client or product data

Minister of Communication and Informatics Regulation No. 5 of 2020 regarding Private
Electronic System Providers (MOCI Reg 5), dated 24 November 2020, requires private
electronic system providers (private ESPs) to grant access to their electronic systems
or electronic data to (1) authorised institutions for supervisory purposes; and (2) law
enforcement officers for the purpose of law enforcement, in particular criminal investigations,
prosecutions and trials conducted in Indonesia. A private ESP is defined in MOCI Reg 5
as an individual, business entity or the public that operates an electronic system. Electronic
system is further defined therein as a series of electronic devices and procedures that serve to
prepare, collect, process, analyse, store, display, publish, transmit or disseminate electronic
information. Therefore, there is an obligation for private ESPs to provide their electronic
client or product data to authorities, as relevant third parties.

143
© 2021 Law Business Research Ltd

Indonesia
V

CRYPTOCURRENCIES, INITIAL COIN OFFERINGS (ICO) AND
SECURITY TOKENS

i

Blockchain technology

While there is no specific rule or regulation in Indonesia for blockchain technology,
blockchain technology is referred to in two different regulations issued by Bank Indonesia
and the OJK. Both regulations were issued for the purpose of facilitating and supporting
innovative industry players in the field of financial services and payment systems. Specifically,
blockchain technology is referred to in Bank Indonesia Regulation No. 19/12/PBI/2017
regarding Provision of Financial Technology, dated 30 November 2017 (BI Reg 19). BI Reg 19
provides that the use of blockchain technology or distributed ledger for the provision of
fund transfers, electronic money, electronic wallet or mobile payments shall be considered
the provision of financial technology in the payment system sector. Under BI Reg 19, the
payment system includes authorisation, clearing, final settlement and implementation of
payment. As mentioned above, blockchain technology is also mentioned in OJK Reg 13
in the context of the scope of digital financial innovation related to other financial services
activities. OJK Reg 13 provides other examples of other financial services activities, such as
invoice trading, voucher and tokens.
ii

Tokens as securities

Securities are defined in Law No. 8 of 1995 regarding Capital Market, dated
10 November 1995, as promissory notes, commercial papers, shares, bonds, evidence of
debt, collective investment contract participation units, futures contracts over securities and
any derivative of securities. Based on this definition, taking a conservative approach, tokens
would not qualify as securities under Indonesian law.
iii

Cryptocurrencies

Cryptocurrencies are not recognised as a payment instrument in Indonesia. However, they may
be traded if they have been so approved by the head of Bappebti. To be approved for trading
in Indonesia, a cryptocurrency must fulfil several requirements, which include (1) being
based on distributed ledger technology; (2) being a utility crypto or a crypto-backed asset;
and (3) having had its associated risks evaluated, including the risk of money laundering and
terrorism funding, as well as the proliferation of weapons of mass destruction. Furthermore,
cryptoasset traders must have in place standard operating procedures that, at the minimum,
cover the following:
a
marketing and receipt of cryptoasset customers;
b
transaction implementation;
c
internal controls and supervision;
d
dispute settlement for cryptoasset customers; and
e
implementation of anti-money laundering, terrorism financing and proliferation of
weapons of mass destruction policies.
Any transaction mechanism implemented by cryptoasset traders must undergo similar
evaluation for risks of money laundering, terrorism funding and proliferation of weapons of
mass destruction.
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In addition, any income arising from the sale of cryptocurrencies will be imposed with
income tax, but any other tax treatment as to cryptocurrencies has yet to be specifically
regulated. It is currently unclear whether tokens may be offered to Indonesian residents from
abroad.
VI

OTHER NEW BUSINESS MODELS

i

Smart contracts

Smart contracts are referred to in OJK Reg 13 but are not specifically regulated. Under OJK
Reg 13, smart contracts are categorised as digital financial innovation in the equity collecting
sector, along with equity crowdfunding, virtual exchange and alternative due diligence.
Therefore, the provisions of smart contracts would be generally governed by OJK Reg 13.
Because there is no specific legal framework for self-executing contracts, there is currently no
correction mechanism implemented by the law.
ii

Automated investment

OJK Reg 13 also generally covers the provision of automated investment advice and investment
management as part of digital financial innovation in the investment management sector. It
is unclear, however, the extent to which such automation may be implemented. Included
within the same sector is the use of advance algorithm, cloud computing, capabilities sharing,
open-source information technology, social trading and retail algorithmic trading.
iii

Artificial intelligence

There is no special rule applicable to the use of artificial intelligence in financial products.
However, artificial intelligence is mentioned in OJK Reg 13 as part of digital financial
innovation in the market support sector, along with machine readable news, social sentiment,
big data, market information platforms and automated data collection and analysis. Thus,
the use of artificial intelligence in financial products is allowed, subject to the limitations
provided in OJK Reg 13 as well as any regulation for the specific financial product offered.
iv

Aggregators

Third-party websites that compare products or provide information on financial products
are considered aggregators and are required to comply with OJK Reg 13 with regard to the
conduct of their businesses. Aggregators are also required to abide by the Data Protection
Regulations (as defined below) as well as any other data protection requirement imposed
under OJK Reg 13. They will also be subject to competition rules set out in Law No. 5
of 1999 regarding Prohibition of Monopolistic Practices and Unfair Competition, dated
5 March 1999, as lastly amended by Law No. 11 of 2020 regarding Job Creation, dated
2 November 2020, as well as its implementing regulations.
v

Other fintech business models

From our observations, there is no new fintech business model that has been on the rise. With
the occurrence of the covid-19 pandemic, end-consumers have been encouraged to adopt
digital means of payment and as a result the financial sector has received a push to digitalise
their products.
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VII INTELLECTUAL PROPERTY AND DATA PROTECTION
i

Intellectual property

Under Indonesian intellectual property regulations, fintech business models and related
software are categorised as computer programs, which are protected by copyrights. The
granting of copyrights for computer programs does not rely on prior registration by the
creator and as such copyrights shall be automatically attached to computer programs once
they are created. Patent protection is also available, provided that the invention fulfils the
following three requirements: (1) it is new (i.e., the invention is not the same as previously
disclosed technologies); (2) it is inventive (i.e., it cannot be imagined by an individual having
expertise in the technical sector); and (3) it can be used in the industry.
In the event a software or business model is developed by an employee or a contractor
for a client, the economic rights over the intellectual property rights shall remain with that
employee or contractor as its creator unless otherwise transferred to the client (for example,
under the employment agreement or service agreement). Employers in Indonesia normally
include a clause in employment agreements concluded with employees or contractors that
explicitly states that it has economic rights over any creations by its employees and contractors.
Compensation for such transfer of economic rights is not required but commonly provided.
ii

Data protection

The main instruments regulating data protection in Indonesia are as follows:
a
Law No. 11 of 2008 regarding Electronic Information and Transaction, dated
21 April 2008, as amended by Law No. 19 of 2016, dated 25 November 2016;
b
Government Regulation No. 71 of 2019 regarding the Provision of Electronic Systems
and Transactions, dated 10 October 2019 (GR 71); and
c
Minister of Communication and Informatics Regulation No. 20 of 2016 regarding
Personal Data Protection in Electronic Systems, dated 1 December 2016 (MOCI
Reg 20) (together, the Data Protection Regulations).
Insofar as client data falls under the definition of personal data within the definition provided
by GR 71 and MOCI Reg 20, such data will be granted the protection provided within the
above instruments. GR 71 defines personal data as ‘certain personal data which is stored,
maintained, and guarded of its accuracy and protected of its confidentiality’. MOCI Reg 20
defines personal data as ‘every data regarding a person, whether identified or identifiable
independently or in combination with other information directly or indirectly through
electronic system or non-electronically’.
Protection afforded under the Data Protection Regulations includes but is not limited
to protection of confidentiality and data accuracy and minimisation (i.e., prior to collecting
the data, the data owners must be given the reason for such collection as well as how their
data may be handled, and the data collection shall be limited where possible to the extent
necessary for such collection). Certain regulations for specific types of financial services
providers, such as P2P lending platform operators and companies deemed to be providing
innovative digital finance services, also require client data to be protected but do not provide
for a higher threshold of data protection than what is already provided in the Data Protection
Regulations. Aside from the aforementioned, there are no special rules on the digital profiling
of clients.
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VIII YEAR IN REVIEW
The most significant regulatory development in the fintech sector in Indonesia over the past
year was the issuance of BI Reg 22. BI Reg 22 completely reforms the previous categorisation
of payment system providers and reconstructs the licensing regime, parts of which have been
effective for as long as 12 years. BI Reg 22 cements the notion that has been circulating for
several years that the government of Indonesia intends to strengthen local players in the
payment system sector. It appears that the government will do this by imposing a more
restrictive foreign shareholding limitation on companies in the sector and ensuring that
control via special rights remains in the hands of local investors.
IX

OUTLOOK AND CONCLUSIONS

Legal and regulatory initiatives related to financial technology are rarely made public and, as
a consequence, it is difficult to predict forthcoming initiatives by the government. Typically,
the regulators will only provide draft regulations to certain associations related to the industry
to obtain feedback and to allow association members to hedge their business decisions. At
the moment, given the newly issued BI Reg 22, an umbrella regulation that significantly
reconstructs the regulatory framework for the payment system industry, we expect the
issuance of further regulations to clarify and implement the provisions of BI Reg 22. In
particular, we would expect to see additional regulations on how front-end and back-end
payment system services shall operate and the legal requirements to which they will be subject
for the provision of their services. Additionally, Bank Indonesia plans to issue an update to its
current sandbox mechanism, as currently regulated in BI Reg 19. It appears that this update
will come into force in April 2021.
Given the rapid development of fintech in Indonesia, we anticipate a more proactive
approach by the government of Indonesia with respect to regulating the sector. At this
juncture, it appears the government of Indonesia intends to overhaul the current regulatory
framework, beginning with the complete restructuring of the licensing system in 2018 and
then the recently issued Omnibus Law. The Omnibus Law is a legal instrument intended to
bolster investments by improving the ease of doing businesses in Indonesia, by streamlining
many laws across numerous sectors and simplifying the licensing process. Bank Indonesia
appears to be following suit with the issuance of BI Reg 22. We note that regulations in
certain sectors related to fintech could benefit from more effective implementation. For
example, Indonesia has had a draft Personal Data Protection Law in the works for several
years but it is still unclear when this law might actually be issued. It remains to be seen
whether the issuance of fintech regulations by the authorities in Indonesia can match the
swift pace at which fintech is developing in the country, and whether such regulations, when
issued, will provide the much-needed space for fintech innovation and inclusivity.
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